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Sources: tagesanzeiger.ch, watson.ch, republik.ch, swissinfo.ch

A political debate …

… but not really for corporations



• In the past

• Data protection law (Section 702 FISA)

• Official and professional secrecy (SCA / CLOUD Act)

• Today

• Data protection law

• Official and professional secrecy (SCA / CLOUD Act, "Trump")

• Digital sovereignty ("Trump")

Note: Everyone seems concerned "only" about the US, not other 
European countries (however, the "E-Evidence" package is coming)
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The issues



4

The issue of lawful access



• Effective measures to mitigate US lawful access

• Counterparty in Europe

• Confidentiality and defend-your-data clause

• Data "at-rest" only in Switzerland

• Restriction on operator access (e.g., "Customer Lockbox")

• Zero data retention (e.g., use of LLM endpoints)

• Technical access restrictions ("EU Data Boundary" for Microsoft)

• US cloud providers (and others) have been recognized as 
providing an adequate level of data protection

• Transfer is permitted under data protection law (incl. Swiss DPA)

• "CLOUD Act"-style legislation exists also here (cf. Art. 18 CCC)
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How it is addressed in practice



6

Excel: vischerlnk.com/flara and FAQ at vischerlnk.com/flarafaq
See also the article at bit.ly/2HaEet5 and appendix at bit.ly/2H8MyZY.

Input: Past experience with requests from foreign 
authorities, technical and organizational measures

Assessment of foreign lawful access
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Q: Can you guarantee before our committee, under oath, that the data of 
French citizens entrusted to Microsoft via Ugap will never be transferred, 
following an injunction from the US government, without the explicit 
agreement of the French authorities? 

A: No, I cannot guarantee that, but once again, it has never happened before.

Source: heise.de

Can any solution 
guarantee that the US 

or any other 
government will never 

ever access such 
data?

What about access by 
hackers? Is there any 

guarantee?

Source: : https://www.senat.fr/compte-rendu-commissions/20250609/ce_commande_publique.html#toc2 (June 10, 2025)



• Applies not only with regard to access by hackers, 
but also to foreign government (and anything else)

• In the public sector, a balancing of interests is required, e.g., 
weighing security, functionality and cost interests versus 
loss of control (due to the outsourcing)

• Professional and official secrecy require no guarantee
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Risk-based approach

Excerpt from: Letter from the Basel-Stadt public prosecutor's office following a workshop on calculating 
the risk of foreign authority access in the context of a cloud project of the University Hospital of Basel

Prevailing opinion by 
legal professionals, 

academia and 
authorities

Dissenting: DSB ZH 
and her followers

Source: blick.ch
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USA: Has the situation changed?

vischerlnk.com/flara
vischerlnk.com/flarafaq
vischerlnk.com/3HAvcVB (Blog)

Four scenarios 
can be defined 
and assessed

Weighted average 
result
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Has the situation changed?

Mainly at issue: The erosion of the rule of law and the separation of power/judicial independence
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Bonus: The "political pull the plug" risk
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Bonus: The "political pull the plug" risk
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Bonus: The "political pull the plug" risk



• The Trump Administration does raise valid concerns
with regard to the use of US-based clouds

• There are many factors to consider (e.g., security),
and no solution (including OSS) satifies them all

• We need to have a less emotional and more fact-based 
discussion about the topic (we are not yet there …)

• Among Swiss corporations, the concerns about the impact 
of the Trump Administration on US cloud risks is very limited

• The dependency issue re Microsoft was ignored for years 
due to an irrational focus on the US CLOUD Act

• Therefore, everyone should do their own risk assessment
and have a "Plan B" (and "Plan C") in their drawer
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Conclusion

vischerlnk.com/3HAvcVB

vischerlnk.com/flara
vischerlnk.com/flarafaq
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Thank you for your attention!

david.rosenthal@vischer.com
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