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Scenario #1 – An Agent "Selling" A Car For $1.0?
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Has a car
really been sold?
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Scenario #2 – An Agent Disclosing Secret Info?

Where could parts of this secret 
formula end up?

• With the search engine or 3rd

party data provider?
• Model training data, making it 

appear in future LLM results?
• Search indexing, making it 

discoverable?
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Scenario #3 – An Agent Aiding An Attacker?

Source: TheRegister.com

"In order to trigger the attack, 
all a potential victim needs to 
do is connect Cowork to a local 
folder containing sensitive 
information, upload a 
document containing a hidden 
prompt injection, and voilà -
when Cowork analyzes those 
files, the injected prompt 
triggers."

If an attacker uses its own 
Anthropic API to exfiltrate, the 
attack is not detected …
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Scenario #3 – Happening Over And Over Again
Sources: Varonis.com, Wired.com, Radware.com, 

Layerxsecurity.com, Thehackernews.com



• The users?

• For using an AI agent that somehow causes damage?

• The integrator of the solution?

• For not having adequately configured, hardened and tested the 
solution before providing it to the user?

• The provider of the underlying AI service?

• For not providing a system with adequate protective measures?

• The provider of the underlying model or data?

• For not having provided a system or set of data that is properly 
aligned and suitable for the purpose?
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Who Is (Legally) Accountable?



• Usually not: The model provider

• Models usually do what they have been trained 
to do – respond based on their training content

• Users usually have no contract with the 
provider of the model or must accept full legal 
disclaimers of warranty or liability

• Regulatory protection is minimal beyond
"risk management" obligations, documentation 
obligations and reporting obligations (even 
under the AI Act GPAI CoP)

• May change in the future, but the inherent 
risks remain – why should a model be perfect
if the content it has been trained on is not?
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Accountable Under Swiss law?

"Snitch Bench" von Theo Browne, vgl. etwa
https://simonwillison.net/2025/May/31/snitchbench-with-llm/

https://digital-strategy.ec.europa.eu/en/policies/contents-code-gpai


• Potentially: Providers (and less frequently: integrators)

• Product liability 

• May apply to software, but not to services / SaaS

• Only covers physical harm

• Contractual liability

• Usually requires a breach of contract and [gross] negligence 

• Two hurdles that may be difficult to overcome in practice

• Non-contractual liability ("tort")

• Applies inter alia in case of physical harm or a breach of law

• #1 Lack of adequate risk management when using AI agents

• #2 Breach of data protection, secrecy and/or IP laws
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Accountable Under Swiss law?

No legal
cases yet



• Breach of data protection law by use of agents

• Obvious: Breach by not having adequate data security measures

• Data is disclosed to third parties that are not allowed to see it

• Data is accessed by unauthorized third parties (e.g., lack of 
protection against prompt injection attacks that exfiltrate 
data)

• More complicated: Breach by not complying with other data 
protection obligations where the provider acts as a controller

• Wrong personal data (principle of accuracy)

• Misuse of data for other purposes (purpose of use limitation)

• Lack of transparency (affected persons are not aware of it)

• Disproportionate use (data is used for more than necessary)
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Data Protection Issues

No legal
cases yet



• So, when do providers of agents become controllers?

• When they determine key aspects of how personal data is being 
processed (e.g., tools available to the agent and their use)

• Third party providers that receive personal data to be processed 
from agents without being bound as processors (= usual case)
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Data Protection Issues

User Provider Provider

Agent Tool

Processor or
Controller

Controller or
Processor

Microsoft running
Copilot for M365

Microsoft running
Bing Search

Some legal
cases
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Copilot for M365 / Bing

No DPA = 
may not permitted for personal 

data in a work context

Several organizations
restrict web search

for this reason



• Breach of professional/business secrecy

• Professional secrecy obligations apply also to those mandated by 
users (Beauftragte) or their helpers (Hilfspersonen) = provider

• Obligation to apply adequate security measures to prevent 
unauthorized disclosure of secret information

• Other protections of business secrets may apply, too

• Art. 6 Unfair Competition Act, Art. 162, 273 Swiss Penal Act

• Breach of 3rd party intellectual property rights

• Use of copyrighted works without authorization

• Use of third-party work products without authorization

• What providers do: Restrict user & require indemnification
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Secrecy And IP Issues

No legal
cases yet
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Confidentiality / IP Guardrails

Perplexity refused to
process the request 
supposedly containing 
secret information …



• Most certainly: The user

• User = the legal entity using the agent

• What an AI agent states to others is attributed to its user

• Unless it was clear that the statements could not
have been meant seriously (e.g., Scenario #1)

• A user may be able to rescind from erroneous statements, 
but remain liable for damage caused by their negligence

• Online service terms usually provide that any activities under 
the user's credentials are deemed to be activities of the user

• Users are usually also liable for damage caused by
their AI agents breaching the law or a contract

• Yet, users may be able to avoid liability if they acted
diligently in setting up and using the agent
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Accountable Under Swiss Law?

Is the use of an AI agent
per se negligent for tasks
that can cause damage?



Red Ink using Lexi Search (Source: lexisearch.ch)

• Understand …

• the setup

• the attack vectors

• the resulting risks

• the legal protections

• the governance
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What Can You Do?

Which tools can your LLM use and are you in control of them?
Which information will be provided to the tool provider?
Which access privileges does it have? Your own privileges?
Which legal restrictions apply to the tool provider?



• Understand …

• the setup

• the attack vectors

• the resulting risks

• the legal protections

• the governance
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What Can You Do?

Do you have shadow "AI" under control?
Where could prompt injections happen?
Does your solution provide protective measures?
Do your users know how to process the results?
Is the security of agents reviewed and tested?
How are your agents built – by agents?
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Development Of Agents Using Agents

• API keys being stored as 
plaintext

• Authentication vulnerabilities
• A timing side-channel 

vulnerability in a 
verify_password() function that 
allows attackers to enumerate 
valid usernames

• CRLF/header injection 
vulnerabilities in HTTP redirect 
handling

• Stored cross-site scripting 
vulnerabilities from not 
validating external URLs in link 
converters

• Failure to enforce session 
expiration (max_age), allowing 
old sessions to be reused

https://arxiv.org/pdf/2512.03262



• We trust the machine, even if it contradicts our judgment

• Especially under pressure and when the AI provides justification

• Accepting AI's answer is often easier than a deep analysis

• We assume AI is more objective, analytical, using a large set of 
data, and free from human flaws

• AI can present highly convincing, confident arguments

• Subtle framing by how AI presents data and options

• Opaque AI ("black box") reasoning prevents critical evaluation

• Outsourcing judgment weakens our own decision-making skills

• Responsibility farce: Formal human accountability or even 
decision-making becomes meaningless without true autonomy

18

Automation Bias – A Known Phenomenon



• Understand …

• the setup

• the attack vectors

• the resulting risks

• the legal protections

• the governance
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What Can You Do? • Agreement with integrators (and providers) 
that address agent specific risks / TOMs

• DPAs (and professional secrecy clauses) 
that cover agents and their tools

• Same for data protection statements

• Keep own commitments under control

• Consider disclaimers (often of limited help)

• Internal accountability (also) for agents

• Restrict use of agents you do not control

• Policy for developers of agent features

• Policy on when and how to use agents

• Risk assessments 
(infosec, DP, general)

• Testing of agents

• Training users/developers

• Monitoring/reporting



• Accountability multifaceted, but users bear main risk

• While providers and integrators may be liable, law places 
substantial responsibility on the user deploying the AI agent

• Technical & legal risks are intertwined

• Prompt injection, data exfiltration, and automation bias are not 
just technical problems – they create direct legal exposure

• Your immediate priorities

• Assess your exposure – map your use of AI agents, their data 
access, and the tools they can invoke

• Strengthen contracts – ensure agreements/TOMs address agent-
related risks, data processing, and liability

• Implement policies to also cover use and risks of agents
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Key Takeaways & Next Steps
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Thank you for your attention!

david.rosenthal@vischer.com
https://redink.ai
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