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Basics
« Why are international transfers regulated? Canod, Faro isande,
uernsey, Israel, Isle o
. Man, Japan, Jersey, New
* Need to ensure an adequate level of data protection when Zealand, Repsoleoticores,
personal data leaves the "protected zone" of the EEA/UK/CH O merare

« How do we ensure this?

« Some countries are recognized as providing an adequate level of
data protection (by the Federal Council and EC) = no problem

« For all other countries:
« EU Standard Contractual Clauses (of 2021) - most common
» Binding Corporate Rules (Processor, Controller) = rare
» Explicit consent - online (warning, voluntariness, revocation)
« Performance of contract with/for data subject (e.g., employees)
» Foreign legal proceeding (civil, criminal, administrative)
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n S C h re m S I I n Data transfer is inadmissible because access by

the NSA is to be assumed under a piece of law
that does not guarantee the necessary protection
of data subjects (and cannot be prevented)

facebook

4 Section ECJ ruling of
702 FISA July 16, 2020
(C-311/18)

Schrems photo: Manfred Werner
- Tsui - Own work, CC BY-SA 3.0
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The (political) solution for the US

oPen - what wij| th
@[5
Say about the EO ang tflje

- Executive Order of the US President of October 7, 2022 foeduacy Decision? |

« Intended to address the legal deficiencies identified in "Schrems
IT" with regard to "signals intelligence" undertaken by the U.S.

« Establishes independent redress mechanism for data subjects
("DP Review Court") from "qualifying states" (e.g., EEA, UK)

« Says that signals intelligence will be done only "proportionate”

« Adequacy Decision of European Commission on July 10, 2023

« Transfer of personal data to US recipient is permitted if
recipient is self-certified under "Data Privacy Framework"

« The EU-US DPF provides for a set of privacy rules that
company can publicly promise to comply with; if they
breach them, they can be sued
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The (political) solution for the US

Transfer to
the US

« Two mechanisms for transfer personal data

« EC adequacy decision for EU-US DPF or
« EU SCC + "pro forma" TIA

« The TIA for the US can be based on same
considerations as the EC adequacy decision

« https://www.rosenthal.ch/downloads/VISCHER-

Recipient to
undertake to

uphold DPF
certification

TIA-USA-EO014086.docx
« EO 14086 applies to all transfers from EEA to US

EU SCC with
recipient

« CJEU will likely scrutinize level of protection

granted by EO 14086 - "Schrems III"
«  We recommend always also entering into the EU s ok oo

SCC as a backup (and because of its clauses) B
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And what about Switzerland?

« Next step: U.S. Attorney General will have to determine that
Switzerland is a "qualifying state" under EO 14086

« U.S. currently evaluating Swiss level of data protection ...

« Once we are qualified, a pro-forma TIA will be sufficient for U.S.
transfers where they rely on the EU SCC (same as with GDPR)

« Thereafter: Federal Council will amend Ordinance with adequacy
decision for transfers to US entities with CH-US DPF certification

« What to do until then? e
« Transfer personal data to U.S. under a "risk-based approach" applics
« Transfer personal data to U.S. with stop-over in the EEA

« All three large hyperscalers do this anyway; you can use
our template (2"d page) as an annex to your TIA
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And other countries?

Disclosure to a country with "adequacy
decision": No further action

Disclosure to a country
without an "adequacy
decision": EU SCC + TIA
(= standard approach)
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How to do
cross-border
data transfers

Data transfer
th intry is
planned

Transfer
to the US?

Transfer
covered by an

Is the transfer

covered by 49

GDPR/17 DPA

(e.g., consent)?

Expect push-
back from DPAs

Is the transfer
covered by
approved BCR?

Importer
certified under
the DPF
Principles?

—Yes

Put in place the EU SCC
between exporter and
importer (unless there are
approved BCR)

Do a "pro forma" Transfer
Impact Assessment (relying on
the EC's assessment of EO
14086 being sufficient)

May be challenged by the CJEU ("Schrems I1I")

As per the European
Commission's (and soon
the Federal Council's)
adequacy decision
—————

Do a Transfer Impact
Assessment (i.e. based on an
assessment of the importer's

lawful access laws)
Take into account

supplementary
measures

Put in place the EU SCC
between exporter and
importer (with Swiss
amendments, as needed)

Reason to
believe that
problematic

access occurs?

=No
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How to do a Transfer Impact Assessment

« There are three options in practice

« Option A: Do a full transfer impact assessment

« Ext. costs usually about CHF 2-15k, incl. local counsel
« Preferred choice for sensitive/critical transfers

« Option B: Do a "simplified" transfer impact assessment

« Ext. costs usually about CHF 1-7k, incl. local counsel, if needed
« Preferred choice for group internal transfers

f very
are a \Ot (0)
Watch out, there ct assessments

« Option C: Do nothing poor transfer AR, ot address
« May result in fines under both the GDPR and Swiss DPA

rket : v
ont:\réeigje and will no"c give YO
muc

10
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Simplified

& 5 c o e
4 |Questionnaire for Assessing Local Lawful Access Laws Sthor: Divid Rosonthal (wwmrassnthal.shl 54 Reasoning
o o o S AlesbeSsiousn) h) The local authorities in principle have the right to issue to the importer [sample Response: We are not a telecommunications service or

rested by the suthor ol ekl The: i L) B warrants or subpoenas as described above for the type of data at issue Select ... T;Tfk' *:;"’;7” :;;T?X?WKf provider and, therefore, out of scope for
bty e i 55 = s kind of lawful occess.]

o mplified EU SCC Transfer Impact Assessme|
5 | Tempare: Yersion 101 cember £ 2020} J . B R . "
a & K20 For e rder the EL General Data Pratection Regulation [GOFF] and Sf i) The type of the data at issue is in principle of interest for mass surveillance [sample Response: The type of data i in our view not of interest for
- 2 irduing for with lhe EL Stariard Carirachual Dlaizes [EU| % £ . R indof )
5 E;ur;\m Fﬂ; wh:h this wuelsnﬂ;galﬁ is completed: ﬂkn‘amne I s ter eeling k (e.g., because it contains large volumes of third party communications or this kit of lowyul access.|
& | This form has been completed b jtaliia Drygeal, ¥ Zi 2
7| This form has besn completed on ; Template: November 20, 2022 third party communications that could be of relevance for national Select ...
& | This formis completed for the following purpose:™! TIause 180T 1 s SITEANED | 1A M35 DBEN GESIGNe (OF LSE i IMFa-group eros; security purposes)
5 Iegal snalyas iz rather clear 56
i Pleaz: 1o Sbased o country's s that permit lawhul sceess. Depenain, | SPBCIfiE » s : . .

o e o i (v ] it o vt et o o Lot 1o g 6 1ot avsioss. Feoes bl 14155500 in ane TIA Fhoss nanefas shars he sama sk afis Evd ) The local authorities could consider the importer to be a provider that has [Sampie Response: We do not belleve that the local authorities

i g h e o F Lo, e sk Sy b cenplted e, pov vt s 0 the lamful aceess laws e county o e oerr hch 2 access 1o siuch type of data le.g,, becauss itis offering a corresponding would consider us a provider with such occess.]

for the parposes of Clause 18 of the EU SCL, For using provider. | mere sample s snd reaseris X Select

the Form for the puiposes of Clascs 1 of she EU SEC and 3l scion chow 3 gracn e, thn o furher Tl Hee e Bl oy i I elect ...

oty T by o o ey 055 1 o o ) ot o5 BT s T o oty service or is contracted to process such data)

wlthout wing ot faguaree. IF mot Al coctions choss 3 grasn e, you can uce the datsicd aneware of the relevan 3 Step 1: Deserie the intended transfer scenario. 57

s fer e ceny s e fr csig o e ks i (o o e prevd s e ko of g
R L D SRS e e o i st mitennes | (K) There areother reasons why the local authorites would be nteested Isampe sponse: o

:? s, which i why the first part of each section is blanked [it ks not relerant i theze cazez] o ransfer): requiring the importer to routinely monitor the data at issue for and on
2 1. The event-triggered right of public authorities to order the disclosure of data or ¢ *°V""/¢1 9318 expane(s) behalf of the government (e.g., because it is considered of relevance for Select.
® § 5 S -
T ogony o s et public whriie ) o pronde o ter sompany o dsclon (1 e spci national secuity or.ecoriomic esplonage by the local government)
the autherity iz locking for in th igation a particular caze (e.g. data rehbed to 3 particnlar customer of the compan
vsrguien) 1 (6 et e grovd r b sompany e ratth, oy dec sl s e sl e sonn 7 58
ctc. This ind of Il access i eventtriggercd and, this, to be distinguished from nomcteatelated mazs surveilance [ | o) moormertor S .
g s o (o T b TS W 3 i o o, 217 O TGRS TSR nnd | o610 ears theimporter was already required to engage in [Sceiple Respease: W bvir recetved sich el of 6 igiest]
a al scca under 3 g
Legal sources of local law for this category of lawful Crininal Procadra Code of Ukt mass surveillance for the local authorities Select ...
acoess requests: P Lo o Mool fnior 2 . -
Ukrsing Lo on el zeri
Comtenctigince Acvunes s 60
Sarice of Ukrsine Law 2n Dpers . o
nEcansmic Sueurty Bursau of &) Description of the transter scenario 61 ¥ Risk Level'= | 0 (max. = 10)
Gode of Ukrain; Code of Coma =
Ubi: Sodec ecintive
an ntimanopsly Bomnincs of | . .
:; finenepely Een 5 Geseription of the data st ssue m)  Based on the above and the legal analysis, does the importer have reason [Sample Response: There is no indication whotsoever that we
" i - i tsuse 1t the EUACL to believe that during the assessment period it will have to produce some WEEL Sy RCHivE Bz 0 RN L
B fearon] of the data at issue in connection with such mass surveillance?
1) Lawhul acvess of this category is subject to the priniple of legality, The general legal guarantees far
ie. of clear, precise and accessible rules set forth in local Law «ata PO, provisions for it coll
w3gt s Formulsted n the ae 3 Select ..

Uktaine andiinthe art 1af the L
Wfamesion, Procudurs ind gren 5
s dislcmsand sbmisnare
Lawzinth  typas of pro
Proseor th eees 16 75, e
ectronic inarmationsl zpcten:
Fam, mokile i syztas is
5 th Criminal Procedure Goc 17 63
onthebaricol g ) - 64

g Desuription how the data is transferred (e.g. remote access of
inciuging any cward uansters:

provisionsl sceass to privileged 49 mant period iy pears:
fecean (0 PD i3 prrmitted dung | AFIESAMENE period in years:
‘es fart. 234 CRC); 2)in the <ivl co 20 Ening date of the azsessment bazad on the sBove: 01102027
ot 2

I} Legal anaiysis on the lawful stzess laws of importer's country” L0531 Law Lawful Accass Analysis by the &1 Khalfa Law Fim, dated Apel 1, 2022,

e Get the TIA Toolbox for free with many
templates: https://bit.ly/3EZO38T

11



VISCHER

Consider the three forms of lawful access

Targeted lawful access
(investigations)

Non-targeted lawful access
(mass surveillance)

Self-reporting obligations

A 1010 N
I ng ¢ 1010 r 9
W EU/CH Pl Local u.
- entity |\
- o -
Local provider used = T
by local entity s m

Remote access

L,

Police etc. investigating
a case in which local
entity plays a role

&

With or without

Data is seized or intercepted

court approval

£

National intelligence authority
routinely search Internet and other
traffic/systems for relevant data

L1 With or without

« court approval

National security authority to which
suspicious data has to be provided

H < 1010 . q
Aml —° q:il:
Data
Companies Local
in EU/CH CIED CIEE OIED companies
Providers used ol GO I A
within the country il CGIFE XN .
T T T All data is searched
< 1010 . >
1010 Reports data
Data

EU/CH

Local entity

12
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Solutions for intra-group transfers

e The issue

« Cover cross-border transfers with EU SCC, with amendments .

« Cover group-internal processors (with a DPA) and controllers
« Cover joint controllerships with a joint controller agreement
« Regulate branch transfers, local representative, TIA etc.
« Cover not only the GDPR/DPA, but also all local DP laws
«  Amendments with no repapering

e The solution

 Intra-Group Data Transfer Agreement (IGDTA) B 00 -Radessms
=

« Multiparty agreement that governs any internal >
personal data transfer (but does not trigger transfers) ... Ed El =S
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On the rise: European inbound data regulations

Examp\e'-

Information about overseas recipient(s)

Ch'\\’\a 1 Some features of the China SCC:
[ | +  Strict conditions for onward
Receiving personal tra_nsfers abroad N _
information for itself (where applicable) + Third-party beneficiary rights
and any Secondary + PRC law as governing law

Overseas Recipients + Re-filing and assessment in
case of changes of contract or

Secondary the processing (incl. duration)
Primary Overseas Recipient

Overseas
Recipient

China SCC

Secondary Intra-Group Data Transfer
Overseas Recipient Agreement (IGDTA), a
multi-party agreement
governing all personal data
transfers within a group

= o 1 China SCC
= \ ) (+ DPA)

Will be executed also 5=/ -
separately and filed Will not be filed L - L =i

with the provincial CAC with the CAC EfEEf =T =mEE
where necessary =

? | ,

14
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Solutions for provider transfers

« The issue

« Most cloud providers (incl. Microsoft, AWS and Google) depend to
some extent on U.S. access to their EEA or Swiss data centers

« Requires the conclusion of the EU SCC (absent DPF or as backup)

e The solution

« Option A: Do nothing, rely only on DPF - not recommended

« Option B: Have the EU SCC (i.e. module 3) entered into by the
European subsidiary (e.g., Microsoft, Google)

« For liability reasons, they will often primarily rely on the DPF

« Option C: Have the EU SCC entered into by the client directly
with US parent of the provider (e.g., AWS) - not recommended

15
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Some special cases

- Home office or branches abroad
« Technically no GDPR transfer, but duty to protect remains
« Cross-border joint controllerships

» Swiss joint controller is not subject to the GDPR, but usually
bound by contract; onward transfers are subject to the GDPR

- Art. 271 Swiss Penal Code

« Prohibits access to data on Swiss territory by foreign authorities
incl. for foreign proceedings, with the Federal Tribunal having
taken a rather restrictive position (see vischerlnk.com/3wL1I6W)

- Professional and Official Secrecy

« Stricter standards regarding foreign lawful access than under
data protection law; additional measures & assessments needed

16
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Conclusion

« Even with the adequacy decision for
transfers to the U.S. in place and
valid, international data transfers often
remain a burden for international
groups of companies that are active in
countries without an "adequate" data
protection or own, materially deviating
requirements

« The issues can be solved, at least with
a risk-based approach, but this comes
with a compliance cost

17
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Thank you for your attention!
Questions: drosenthal@vischer.com

Ziirich

I Basel Genf
Schitzengasse 1 Aeschenvorstadt 4 Rue du Cloitre 2-4
Postfach . . Postfach Postfach
8021 Zarich, Schweiz 4010 Basel, Schweiz 1211 Genf 3, Schweiz
T +41 58 211 34 00 T +41 58 211 33 00 T +41 58 211 35 00

www.vischer.com
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