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Risks? There are many ...

—_—

» Operational risks

* Legal & compliance risks — Understand, control and accept them

» Reputational risks

! e ; ; Copyright
Information Security Consumer Protection QeI
Competition Law

Al Ethics
Al Security AI Regulations
Professional Secrecy

Provider contracts Contractual Duties
General Regulations Data Protection

N
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Some observations

« Many existing rules of law (e.g., data protection) work well
also for GenAI; new regulations seem to target providers of Al

« Do not confuse legal requirements with ethical principles

« Expect a "legal" demystification; we will realize that with
proper contracts and provider setups, feeding personal data and
third-party content into GenAl systems is often less problematic
than anticipated; the main concern is their output and its use

 Most GenAl projects are also cloud projects, which may result
in additional requirements and issues for risk management

« A lack of transparency and quality standards concerning the
models, their training, and Al offerings in general will continue
to exist and make compliance and risk assessments difficult

David Rosenthal & Rolf Auf der Maur
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How to manage Al risks

Identify and discuss the applicable compliance baseline
Issue an appropriate policy for governing and using Al
Establish a proper governance (1st line, 2" line, reporting)
Establish an overview of what is going on ("ROAIA")
Enable and train employees in the proper use of GenAl

Al Ao

Establish a process for a compliance and risk assessment of
every Al service or other use of Al

N

Have the 2 line assist the 1st line in doing the assessment

Install monitoring, re-assessment and incident reporting
processes and act upon findings and reports
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Doing Al risk assessments

« Many Al projects are not very problematic —_—

« E.g., using a chatbot for day-to-day tasks

Get it at vischerInk.com/gaira
« Is your Al project a high-risk for the company?

.. GAIRA
« Training your own model 4 Comprehensive

« Taking important automated decisions

« Interaction with many people on sensitive topcis [

« We would consider legal if this were about us If so, then do a

- A high "shitstorm" factor . comprehensive risk
assessment

» Prohibited activity or high-risk system as per EU AI Act
« Offering AI applications to third parties
« Large investment or project of strategic importance

David Rosenthal & Rolf Auf der Maur
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GAIRA Light

Compliance housekeeping questions

Answer Reason indl. 2nd Line ¢ it By whom? Bisk Handling
72 3.0 Do we have a proper data processing agreement with our data processing providsr(s)?A) Yes e oK
Do we properly address the transfer of personal data to "unsafe" countries with them?” Yes Yes, we have the EU SCC in place with a Ti oK
Are our provider(s) approved for use with official/professional secrecy data (where necessary)?s) Yes oK
3 Do our provider(s) contracts protect the confidential or legally protected data we may be using?a) Yes oK
3.12 Have we performed a DPIA insofar necessary (with no high risks for data subjects)?” No Warning! oK DPO Accepted
3.13 Have we amended the privacy notice (where necessary)? Yes No amendment is necessary. oK
3.14 Have we amended the records of processing activities (where necessary)?*! Yes oK
Answer Reason incl. 2nd Line Comment By whom? Risk Handling

Conclusion

Instruction: Once you have come to step &, you are almost done. The first line below will give you a recommendation based on the above responses you have made. Let the 2nd line functions and other stakeholders (e.g. other business functions with whom
you have discussed your risk assessment] add any comments they wish and consider them. 4t the end, you are asked to assess the overall risk level of your application (low, medium, high, very high) in terms of the risk for the organization. The value can
then be used for the Records of Al Activities (ROALA). Finally, record your decision as how you wish to proceed and provide any comments you deem fit for the record (don't forget to update the status and date in the top section of the form)

Recommendation: risks. You

Your application does not appear to have any d, subject to any other obi changes to your bove,

Comments or objections by 2nd Line: No comments.

Risk questions (25) ‘

Comments or objections by others:

Overall risk level: Low (to be assessed by the application owner; please include this in the ROAIA)

Decision on how to proceed: Implementation (to be taken by the application owner) ‘

Comments by application owner: ‘
Do we have measures to avoid or deal with erroneous or other problematic output (e.g., bias)? Yes oK ‘

Is our Al solution tested extensively prior to its use, including against adversarial use? Yes oK
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Ten questions to start with when using LLMs

« Where is the input ("prompts") sent to and processed?

« Is there a data processing contract with the provider?

- Is data security sufficiently ensured?

« Is the input used for provider training of the model?

« What input are employees allowed to make?

« Is the output ("completions") monitored by the provider?
« How do we deal with inaccurate/unwanted output?

« Must and can "data leakage" be avoided?

« Do we have to point out that we use Al and how? vischerlnk.com/ai-riskcheck
- How do we handle data subject requests that we may get?

David Rosenthal & Rolf Auf der Maur 7
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GAIRA Comprehensive / 1
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1 Generative Al Risk Assessment (GAIRA)
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Full AI risk assessment
including a data protection
impact assessment (DPIA)

Requires a list of technical
and organizational measures

Requires more time (several
hours for the business to
complete)

Covers also reputational risks

Available for free at
vischerlnk.com/gaira
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GAIRA Comprehensive / 2

« Use the same proven approach as for doing a DPIA
« Have the application owner describe the application

« Have the application owner list all measures intended to prevent
"problems" and to comply with law and internal policies

« Go through the list of risk scenarios, and have the application
owner and others assess the relevant risks; typically, additional
measures will pop-up - add them to the list of measures

« Ensure that someone is responsible for each measure

« Top five DP risks are usually accuracy, secrecy, data leakage,
provider contracts and data subject rights

« Ethics and transparency are usually not (yet) an issue

« Don't forget: The application owner/business has to decide

David Rosenthal & Rolf Auf der Maur
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Creating the "ROAIA"

A B C 3] 3 b G H 1 J K L M

Records of Al Activities (ROAIA)

‘Company: Bank ABC Date: 2023-12-01 ROAIA maintained by: Linda Longbottom

Al Product Technology used (incl. Al model) Risk Level Deployed

[ABC Chatbot Ianintemal Al-based chatbot for all users SusanMellow  All employees CloudCo Al Services DeltaP-4 (LLM), Chatbot Low 2 23 20240512
2 project Alpha Transcribing, summarizing and analyzing meeetings Peter Parker Relationship CloudCo Al Services DeltaP |4 {LLM), special purpose Done Dane Medium Q22024 20261201
‘and communications with WM clients managers software

(select] (select)  (select) (select)
(select) (select) (select) (select)
) (select) (select) (select) (select)
(select) {select) select) (select)
: (select) (select) (select) (select)
s (select) (select) (select) (select)
| (select) (select) (select) (select)
; (select) (select) (select) (select)
3 (select) (select) (select) (select)
| (select) {select) select) (select)
3 (select) (select) (select) (select)
) (select) (select) (select) (select)
) (select) (select) (select) (select)

! Note: The owner listed above is responsible for keeping this ROAIA up-to-date and accurate with regard to his/her application. Updates should be sent to the maintainer of the ROAIA. The entries should be reviewed at least once a year.

; | (http:fcreativecommons org/licenses/by/4.0/). This template can be downloaded in the latest version at https://wws.rosenthal.ch/downloads/Rosenthal_GAIRAxIsx

3 VISCHER
| |Author: David Rosenthal (drosenthal @vischer.com), VISCHER Lega! Innovation Lab. Al rights reserved. Thank you to all that have helped in creating and improving this tool, in particular Jonas Bacriswyl (VISCHER) and Elfas MUhlemann Down | Oad it at
This is no legal advice and is made available "as is" with no warranties. Use it at your own risk and obtain legal counsel where necessary. Please let us know of any errors. This template may be used as per the Creative Commons "Attribution 4.0 International” (CC BY 4.0) license @ @ . h ' k / .

What works well for data protection (the "Records of Processing Activities" or ROPA),
also works well for Al applications ("Records of Al Activities")
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Al helping out on DP risk assessments

4 A B C v 3 F G
Data Protection Impact Assessment (DPIA)
Version 17.12.2023 - Private Sector CH-FADP/GDPR

Nate: Instructions for completing this DPIA and for the Al-assisted

ng aid {optional, only in the Excel with macros) can be found at the end of this page, on the right and in the one pagerand vic ~ FAQ

Organization (Controller): |ACME Ltd |
5
7 |Department: Customer Support L

o)
L oot e Possible unintended negative consequences How we mitigate the risk How we assess the residual risk Possible Probability of Risk

Status of the ) ¢ » e * B - . - consequences for occurrence (all in w

Propose additional risk Propose measures | Using above measures*t ‘ Propose risk assessment the person all
0 U7/
| 4.01 Personal data used in the project is leaked due to an error 1. Implement robust encryption techniques for voice print and In the event that personal data used in the
j Actiity acoon or intentionally to unauthorized third parties. They misuse other personal data both in transit and at rest to prevent project is leaked to unauthorized third parties,
i it to the detriment of the affected individuals. unauthorized access. the affected person may face substantial harm.
5 1. Desc 2. Conduct regular security audits and vulnerability For example, if an unauthorized party gains
e e assessments on the system to detect and fix any potential access to the voice print and personal data, they
whic loopholes. could potentially use this information to
g 102 whal 3. Establish strict access control measures, ensuring only impersonate the caller and commit fraudulent
authorized personnel can access the stored voice prints and activities. This could lead to financial loss, i Low

5 personal data. reputational damage, or even legal consequences Sl Vel 3)
9 103 Wha for the affected person. Although the probability

104 Wha of this occurring is very low due to the
B 05wl implemented countermeasures, the potential
1 how: severity of the consequences emphasizes the

106  Whi importance of maintaining a robust data
5 protection framework.
3 107 WhE?S
" 108 Whe 14 02 Personal data used in the project is leaked due to an error - Training: This measure is chosen because it ensures that all  The specific residual risk in this scenario is that
5[109  whe or intentionally to an unauthorized internal person. This  users are familiar with the correct procedures for handling personal data used in the project is leaked to an
g|110  Furth person misuses it to the detriment of the affected personal data, reducing the risk of unintentional leaks or unauthorized internal person who then misuses
7
2. Necessity / Proportionality Propose content®
i 201 whythe data processing is necessary or why, from  The data processing is necessary to ensure the securlty of the caller's personal Information and to prevent fraudulent acthitles. vu d . Ch/d p | a

the perspective of the data subjects, there is no less_The voiceprint serves as a unique identifier, enhancing the verification process and thus reducing the risk of identity theft. There is

David Rosenthal & Rolf Auf der Maur 11
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An AI that warns and charms about her kind

Artificial
intelligence

Safe, sensible
and lawful use
at work

A

Diana Perry

VISCHER

Feel free to share the
video in your office with
anyone you think should
learn the three key points
Diana presents

vischerlnk.com/ai-intro

http://www.youtube.com/
@VISCHERLegalInnovationLab

David Rosenthal & Rolf Auf der Maur
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Al Governance in Practice

« Does your organization need an AI Compliance Officer?

« Which department is the most appropriate for Al Compliance?

« What are the rights and obligations of the AI Compliance Officer?
« Should Al Principles be adopted and implemented (law and

ethics)?
- Does every Al Application have a business owner (accountability)? | AI Governance
«  Which risk assessment methodology should be applied? - ngpsonsibmties
- Should a standard be adopted (voluntarily)? gtancg_ards
anctions

« ISO/IEC 42001Standard on Al management system (AIMS),
adapted on 18 December 2023

« Artificial Intelligence Risk Management Framework (AI RMF 1.0)
by the U.S. National Institute for Standards and Technology

« Sanctions for non compliance?

David Rosenthal & Rolf Auf der Maur 13
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TBD: Corporate Al Principles
« 11 Principles for the responsible use of AI:

« We ensure accountability b
« We provide the necessary transparency
« We remain fair and do no harm

« We ensure reliability

« We ensure information security ﬁégParlinciples

« We pay attention to proportionality and self-determination __ Ethics

« We respect others' and our own intellectual property golrtporate
ulture

« We protect the rights of those affected

« We ensure explainability and human oversight
« We understand and control the risks

« We prevent misuse of our Al applications

David Rosenthal & Rolf Auf der Maur 14
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Thank you for your attention!

Questions: drosenthal@vischer.com, ram@vischer.com

Ziirich

U Basel
Schitzengasse 1 Aeschenvorstadt 4
B021 2t Postfach
8021 Zurich, Schweiz 4010 Basel, Schweiz
Tran et st T +41 58 211 33 00

WWW.Vischer.com

Genf

Rue du Cloitre 2-4
Postfach

1211 Genf 3, Schweiz
T +41 58 211 35 00

d the
novation Lab

Visit vischer.com/al an

VISCHER Legal In -
vischer.com/en/h\
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