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The discussed issue: Foreign Lawful Access

Customer

Cloud Provider

Location

Provider's 
US parent

Even if customers
contract with the
European subsidiary of
a US-based Cloud 
provider and have
their data stored in 
Europe, they fear
"lawful access" by US 
authorities (e.g., US 
CLOUD Act, Section 
702 FISA)

Access under 
US CLOUD Act

US Prosecutor

Section 702 
FISA is the 

"Schrems II" 
issue



• We encrypt data "in-transit

• We choose a contract party located in Europe

• We choose Switzerland as storage location

• We prevent day-to-day-access from the U.S.

• We require the provider to legally defend our data

→ This will not protect our data technically, but
provide the provider a legal argument to reject
foreign lawful access requests

• Example: US-law principle of "p/c/c"

• Example: US-law principle of "International Comity"
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Can we address it?
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How do we assess it?

Excel: https://www.rosenthal.ch/downloads/Rosenthal_Cloud_Lawful_Access_Risk_Assessment.xlsx

Vgl. also see the FAQ at https://www.rosenthal.ch/downloads/Rosenthal-LA-method-FAQ.pdf



• Opinion of the Swiss Federal Chancellery: "Good Practice"

• Canton of Zurich: Our new "Standard" approach

• A Swiss law prosecutor: A "suitable approach"

• Established in Switzerland, promoted internationally (e.g., IAPP)

• Swiss banks and other professional secrecy holders

• Providers (e.g., Zoom) 

• Public institutions (e.g., Dutch government)

• However, its use is not quite trivial ...

• Opposition by the Federal Data Protection and Information 
Commissioner and some cantonal data protection authorities in 
Switzerland (promoting the zero-risk-approach)
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Is the method recognized?



• Executive Order of the U.S. President of October 7, 2022

• Intended to address the legal deficiencies identified in "Schrems
II" with regard to "signals intelligence" undertaken by the U.S. 

• Establishes independent redress mechanism for data subjects 
from "qualifying states" (e.g., EU, UK, Switzerland, provided 
they permit data transfers to the U.S.)

• The US will launch a program that allows US companies to 
self-certify to comply with data protection (similar to the 
former "Privacy Shield" program) → can be used as a
basis for transferring data to the US (without EU SCC)

• Adequacy decision probably in spring 2023

• Only indirectly affects transfers based on the EU SCC
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What about "EO 14086"?

The pressure to use 
this as a face-saving 
way out of the corner 

is IMHO high ...
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The five questions management should really ask

 Strategy and general approach Assessment of a specific project 

Motivation &  

Alternatives 

What are the key elements we hope to achieve by going to 
the cloud, and how well do we want to know about the 
alternatives? 

What are the business, operational and other requirements for the 
project and why does the chosen solution outweigh other technologies 
(i.e. alternatives to the cloud), other cloud providers and the status quo? 

Compliance How do we go about systematically checking, documenting 

and ensuring compliance with our secrecy obligations and the 
various legal, regulatory and our own requirements 
throughout the life of a cloud project? 

Do we comply with our secrecy obligations and the legal, regulatory and 

our own requirements with this project and how have we systematically 
checked, documented and ensured this for the entire duration of the 
envisaged cloud solution? 

Organisation &  

Internal Control  

System (ICS) 

What are we willing to do and require in order for our 
organization to understand, control and manage cloud 

providers and their solutions so that we can not only handle 
them properly, but also identify and address deviations from 
the intended target in a timely manner? 

What precautions have we taken or are we taking to ensure that we 
understand, monitor and control the cloud provider and its cloud solution 

with our internal resources so well that we will be able to handle the 
cloud solution correctly in accordance with the requirements, detect 
deviations from the intended target in due time and eliminate them, 
including by having our ICS cover also the entire solution ("end-to-end")? 

Business continuity What are our requirements for business continuity in the 

event of an outage or data loss and for our ability to exit a 
cloud service in the short term (months) and medium term 
(12-18 months), and what level of effort are we willing to put 
into such ability? 

What is our plan in the event that the cloud provider suddenly shuts 

down their service, the solution or our data is no longer available, or we 
need or want to move away from them or their solution in the short term 
(months) or medium term (12-18 months)? 

Residual risk How do we ensure that we properly assess and manage 
specific threats associated with a cloud project that could 

have significant consequences for the company, and how to 
we compare them with the residual risks we face otherwise 
or anyway? 

What other threats does the cloud project pose that could have 
significant consequences for the company, how well do we have them 

under control, and how do the residual risks compare to the risks we 
would have without the project or anyway? 
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Structured Compliance & Risk Assessment

The first step of
assessing compliance
is to gather the
information and assess
the level of protection
that is required

Example as used for Swiss 
financial institutions
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Structured Compliance & Risk Assessment

Only some 60 of the 150 
Controls concern the provider
and ist contract; the remainder
relates to measures on the part
of the financial institution

Example as used for Swiss 
financial institutions



10

Examples
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Examples

Requirements also with regard to the project and the organizational measures to be taken
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Structured Compliance & Risk Assessment

Some 55 risks to be assessed, 
with classical infosec risks only
being considered here in an 
aggregated form

Example as used for Swiss 
public institutions



Commercial
negotiations
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And what about negotiating contracts?

MBSA
Liability, confidentiality

Enrollment

DPA
Handling of data (GDPR)

Licensing Terms
Service-specific rules

M744
Professional Secrecy

M329
Swiss DP Law

M453
FINMA requirements

Mxxx
Liability

Improvements

Based on clauses from various
negotiations by us for several
Swiss banks and insurance
companies

Standard

June 2022

Amendments (only "Enterprise Agreement")

Alternative:
Dutch Law



• The public debate about using the cloud is misleading

• The issue of foreign lawful access is first and above all an issue
for organizations that are subject to professional or official
secrecy (e.g., banks, the government)

• Even there, it can be handled; yet, there is no "zero risk"

• The cloud in a corporate environment is not "plug and play"

• The challenges of the "shared responsibility model" are often
underestimated

• More focus and ressources are needed for on service, provider
and contract oversight and management than traditionally

• The use of the cloud may increase security, but provides for other
risks management should understand and accept beforehand
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Summary
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