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• Personal Information Protection Law of the People's Republic
 of China (PIPL)

• "Personal Information" (PI) processed by "Processors" (handlers)

• Basic principles (purpose limitation, minimization, transparency, 
quality, etc.) and need of legal ground (e.g., consent, conclusion 
or performance of a contract, statutory duties, self-disclosures)

• Rules for consent (incl. withdrawal) and information obligation

• Transfers of PI to "overseas recipients" (Art. 38 et seqq., 55)

• One of three "transfer mechanisms": Special security assessment 
or certification or Standard Contractual Clauses (China SCC)

• Information on overseas recipients to, and consent of, individuals 

• Personal Information Protection Impact Assessment (PIPIA)
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Setting the Stage

David Rosenthal 

http://en.npc.gov.cn.cdurl.cn/
2021-12/29/c_694559.htm#



• Issued by the Cyberspace Administration of China (CAC)

• Not compatible with EU SCC, cannot be changed, with annexes

• Can only be used under certain preconditions

• No critical information infrastructure operator (CIIO)

• No processing of PI of more than 1m individuals

• No transfers of PI of more than 100'000 individuals/year

• No transfers of sensitive PI of more than 10'000 individuals/year

• Executed China SCC need to be filed with the provincial CAC

• By the PRC PI processor, with the PIPIA and other documents

• Filing will be reviewed in substance

• Deadline for existing in-scope transfers is November 30, 2023
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Using the China SCC

David Rosenthal 
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The Practical Setup

David Rosenthal 

Primary 
Overseas 
Recipient

Secondary
Overseas Recipient

Secondary
Overseas Recipient

Receiving personal 
information for itself 
and any Secondary 
Overseas Recipients

(where applicable)

Will be executed also
separately and filed 

with the provincial CAC

China SCC

China SCC
(+ DPA)

Will not be filed
with the CAC

Intra-Group Data Transfer 
Agreement (IGDTA), a 
multi-party agreement 

governing all personal data 
transfers within a group

PIPIA

VISCHER IGDTA

Information about overseas recipient(s)

China 
Sender

Some features of the China SCC: 

• Strict conditions for onward 
transfers abroad

• Third-party beneficiary rights
• PRC law as governing law
• Re-filing and assessment in 

case of changes of contract or 
the processing (incl. duration)
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Onward Transfer Rules of the China SCC

David Rosenthal 

Information of data subjects 
about onward transfers

Obligation to 
contractually 
bind recipient

Consent

Obligation to approve subcontractors 
and contractually bind them

Article 3 (Obligations of the overseas recipient)
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The PIPIA

David Rosenthal 

(based on the template provided by the CAC)

(for outbound cross-border transfer） Version 1.01 (Template)

Name of Personal Information Processor:
Date: 18.06.2023

1. Brief description of the assessment:

2. Overview of the proposed outbound transfer 

activity:

(i) Basic information of the personal information 

processor

1. Basic organizational or individual information:

2. Shareholding structure and actual controller:

3. Organizational structure:

4. Internal personal information protection body:

5. Overall business and personal information-related 

information:

6. Domestic and foreign investment:

(ii) Business and information system(s) involved in 

the outbound cross-border transfer of personal 

information

1. Basic information of the business involved in the 

outbound transfer:

2. The collection and use of personal information in 

the business involved in the outbound transfer:

3. Any information systems used by the business 

involved in the outbound transfer:

4. Any data centers (including cloud services) involved 

in the outbound transfer:

5. Information related to the network path and links 

for the outbound transfer:

(iii) Information of the personal information to be 

transferred overseas

1. The purpose, scope, and method of processing the 

personal information by the personal information 

processor and the overseas recipient, and the 

legality, legitimacy, and necessity thereof:

2. The quantity, scope, category, and sensitivity of the 

personal information to be transferred overseas, 

the processing of any sensitive personal 

information, and the use of any personal 

information for automated decision-making:

3. The system platform, data center, etc. where the 

personal information to be transferred overseas is 

domestically stored, and the system platform, data 

center, etc. where it is planned to be stored after 

being transferred overseas:

4. The provision of personal information to any other 

overseas recipient after it is transferred overseas:

(iv) The personal information protection capabilities 

of the personal information processor

1. Personal information security management 

capabilities, including the organizational system 

and policies for the management, the policies for 

total process management, emergency response, 

protection of personal information rights, etc., and 

their implementation:

2. Personal information security technical capabilities, 

including technical security measures employed 

throughout the process of personal information 

collection, storage, use, processing, transmission, 

provision, disclosure, deletion, etc.:

3. Proof of the effectiveness of personal information 

protection measures, such as personal information 

protection certifications, personal information 

protection compliance audits, network security 

level protection evaluations, etc.:

4. Compliance with the relevant laws and regulations 

on personal information protection:

(v) Information of the overseas recipient

1. Basic information of the overseas recipient:

2. The purpose and method of processing the 

personal information by the overseas recipient:

3. The personal information protection capabilities of 

the overseas recipient:

4. The personal information protection policies and 

regulations of the country or region where the 

overseas recipient is located:

5. A description of the entire process of processing 

the personal information by the overseas recipient:

(vi) Other information that the personal information 

processor deems necessary to state:

3. Impact assessment of the proposed 

outbound transfer activity

(i) The legality, legitimacy, and necessity of the 

purpose, scope, and method of processing 

the personal information by the personal 

information processor and the overseas 

recipient:

(ii)

Risk aspects Reasoning & measures

Scale of of personal information to be 

exported

The personal information processor has carefully analyzed the personal information that it intends to 

make available to the overseas recipient and has limited to what it considers necessary for the purpose, 

which is sales and marketing to the customer. Since all such processing activities are to take place under 

the control of the parent company in its main business analytics application, it has to be exported to such 

solution. Hence, there is no alternative to the export. In order to ensure that the data transfer remains to 

the minimum necessary, there is a process of reviewing the personal information exported every year. 

We consider the risk that the principle of minimization is not complied with to be remote.

Scope of the personal information to be 

exported

The personal information processor has thoroughly examined the data it plans to share with the overseas 

recipient and has restricted it to what is essential for sales and marketing purposes. To ensure that data 

transfers are kept to a minimum, the exported personal information is reviewed annually. We believe 

that the risk of not adhering to the minimization principle is remote.

Category and sensitivity to be exported The personal information processor has carefully analyzed the personal information that it intends to 

make available to the overseas recipient and has limited to what it considers necessary for the purpose, 

which is sales and marketing to the customer. Since all such processing activities are to take place under 

the control of the parent company in its main business analytics application, it has to be exported to such 

solution. Hence, there is no alternative to the export. In order to ensure that the data transfer remains to 

the minimum necessary, there is a process of reviewing the personal information exported every year. 

We consider the risk that the principle of minimization is not complied with to be remote.

Legality of the collection of personal 

information to be exported

The personal information processor has carefully analyzed the legal requirements and concluded that 

there is no improper or illegal way of collecting PI is used in the collection activities of personal 

information. There is also no failure to clearly inform the personal information subjects of the purposes 

and methods of collecting and using the personal information or to obtain the consent of the personal 

information subjects in the collection activities of personal information. Also, the analysis found that the 

collection of personal information as carried out is not explicitly prohibited by laws and regulations. 

Hence, we consider the risk of an illegal collection of personal data to be remote.

Necessity of the collection of personal 

infromation to be exported

The personal infromation collected is highly relevant to the main business of the company, which is why 

we consider the risk of ist collection being not necessary to be remote.

Legality of the storage of personal 

information to be exported

The personal information processor has thoroughly examined whether its processing of personal 

information complies with the laws and regulations that require personal information to be stored 

locally (if any), and has found that there are no such laws and regulations that apply in the present case. 

Also, the storage period of the personal information has been set to the shortest period necessary to 

fulfill the purpose of the authorized use by the personal information subjects. Hence, the risk of the 

legality of the storage of personal infromation to be exported not being fulfilled is remote.

Impact to the personal information 

subjects of the personal information to be 

exported

The personal information does not include sensitive personal information, and given the nature of the 

processing, we considered the risk of the export of the personal infromation to have a significant 

negative impact on the subjects to be remote.

Risk aspects Reasoning & measures

Scale of of personal information to be 

exported

The personal information processor has carefully analyzed the personal information that it intends to 

make available to the overseas recipient and has limited to what it considers necessary for the purpose, 

which is sales and marketing to the customer. Since all such processing activities are to take place under 

the control of the parent company in its main business analytics application, it has to be exported to such 

solution. Hence, there is no alternative to the export. In order to ensure that the data transfer remains to 

the minimum necessary, there is a process of reviewing the personal information exported every year. 

We consider the risk that the principle of minimization is not complied with to be remote.

Scope of the personal information to be 

exported

The personal information processor has thoroughly examined the data it plans to share with the overseas 

recipient and has restricted it to what is essential for sales and marketing purposes. To ensure that data 

transfers are kept to a minimum, the exported personal information is reviewed annually. We believe 

that the risk of not adhering to the minimization principle is remote.

Category and sensitivity to be exported The personal information processor has carefully analyzed the personal information that it intends to 

make available to the overseas recipient and has limited to what it considers necessary for the purpose, 

which is sales and marketing to the customer. Since all such processing activities are to take place under 

the control of the parent company in its main business analytics application, it has to be exported to such 

solution. Hence, there is no alternative to the export. In order to ensure that the data transfer remains to 

the minimum necessary, there is a process of reviewing the personal information exported every year. 

We consider the risk that the principle of minimization is not complied with to be remote.

Legality of the collection of personal 

information to be exported

The personal information processor has carefully analyzed the legal requirements and concluded that 

there is no improper or illegal way of collecting PI is used in the collection activities of personal 

information. There is also no failure to clearly inform the personal information subjects of the purposes 

and methods of collecting and using the personal information or to obtain the consent of the personal 

information subjects in the collection activities of personal information. Also, the analysis found that the 

collection of personal information as carried out is not explicitly prohibited by laws and regulations. 

Hence, we consider the risk of an illegal collection of personal data to be remote.

Necessity of the collection of personal 

infromation to be exported

The personal infromation collected is highly relevant to the main business of the company, which is why 

we consider the risk of ist collection being not necessary to be remote.

Legality of the storage of personal 

information to be exported

The personal information processor has thoroughly examined whether its processing of personal 

information complies with the laws and regulations that require personal information to be stored 

locally (if any), and has found that there are no such laws and regulations that apply in the present case. 

Also, the storage period of the personal information has been set to the shortest period necessary to 

fulfill the purpose of the authorized use by the personal information subjects. Hence, the risk of the 

legality of the storage of personal infromation to be exported not being fulfilled is remote.

Impact to the personal information 

subjects of the personal information to be 

exported

The personal information does not include sensitive personal information, and given the nature of the 

processing, we considered the risk of the export of the personal infromation to have a significant 

negative impact on the subjects to be remote.

(iii) The obligations that the overseas recipient 

undertakes to assume, and whether the 

management and technical measures and 

capabilities of the overseas recipient to 

perform such obligations are sufficient to 

ensure the security of personal information 

to be transferred:

Adverse event Reasoning & measures

(iv) Personal information is tampered with While the system used to process the personal information has strict access controls, it remains possible 

that in particular users manipulate the personal information. Since there are audit trails such activities 

can be traced back, though, reducing the risk. Furthermore, the damage that tampered data can cause in 

the present case is limited. This risk is inherent and not due to the transfer. We consider it remote for 

both Scenarios A & B.

Personal information is sabotaged The system used to process the personal information has robust protections against sabotage, including 

access controls, functions to detect anomalies, malware scanners. Further, there are backups and 

business continuity measures. This risk is inherent and not due to the transfer. We consider it remote for 

both Scenarios A & B.

Personal information is disclosed to an 

unauthorized party

This is possible either due to mishandling or misconfiguration by users or due to a break-in by a cyber 

attacker. On the later point, we believe that the TOMS (including firewalls, access control, encryption) 

provide ample protection. On the former point, we have restricted certain features that allow the sharing 

of information, and we are training users in how to use the system. This risk is inherent and not due to 

the transfer. We consider it remote for both Scenarios A & B.

Personal information is lost We consider any negative impact due to a loss of personal information unlikely, as we have backups and 

business continuity measures in place. Further, the individuals affected will not suffer damage in case of 

a loss, as this will rather affect the group. This risk is inherent and not due to the transfer. We consider it 

remote for both Scenarios A & B.

Personal information is illegally used While this cannot be totally excluded, the illegal use would be due a user misusing information, which 

we counter by having policies in place governing the proper use of the personal information, the "need-

to-know" principle, audit trails and trainings. Also, the personal information is of limited importance to 

the individuals; it is rather relevant for the company. this risk is inherent and not due to the transfer. We 

consider it remote for both Scenarios A & B.

Risk that individuals affected by the 

processing cannot enforce their rights and 

interests

In line with our policy, all group entities offer individuals affected various rights, including the right of 

access, deletion and correction. We have no reason to believe that these rights would not be honored. 

These rights also exist under applicable law in the country of the overseas recipient; hence, there is no 

increased risk due to the transfer. We consider it remote for both Scenarios A & B.

(v) The impact of the personal information 

protection policies and regulations of the 

country or region where the overseas 

recipient is located on the performance of 

the standard contract:

(vi) Other matters that may affect the security of 

the personal information to be transferred 

overseas:

4. Conclusions of the impact assessment of the 

outbound transfer activity

Remote

Remote

Remote

Remote

Remote

Probability

Remote

Remote

Remote

Remote

Remote

Remote

Remote

Remote

Probability

Remote

The quantity, scope, category, and 

sensitivity of the personal information to be 

transferred overseas, and the risks that the 

outbound transfer of the personal 

information may pose to personal 

information rights and interests:

Scenario A: In the risk assessment concerning the quantity, scope, category and sensitivity of the personal information to be transferred, all risks 

turned out to have only a remote probability. This is detailed as follows:

Remote

Probability

Remote

Personal Information Protection Impact Assessment Report (PIPIA)

ACME (Shanghai) Co. Ltd. 

The risk of the personal information being 

tampered with, sabotaged, disclosed, lost, 

or illegally used after being transferred 

overseas, and whether there is a smooth 

channel for protecting the rights and 

interests in the personal information:

For both Scenarios A & B: 

The overseas recipient has agreed to be bound and comply with the CAC SCC. It has robust and extensive policies and a management organization in 

place that is focus on protection personal information. Likewise, the personal infromation processor fully complies with applicable PRC laws and 

regulations. It has in the last two years neither been subject to any administrative punishment in business activities nor any investigation and 

rectification by the relevant competent regulatory authorities with emphasis on the protection of personal information.

The overseas recipient will implement a series of technical and organizational measures of security to protect the personal information at issue. They 

include an identity and access management (IAM) based on the "need-to-know" and "zero trust" principles, firewalls, encryption of data at-rest and 

in-transit, multi-factor authentication (MFA), personal access credentials, role based privileges, privileged access management for administrators, 

patch management, solutions detecting and responding to anomalies (EDR), anti-malware tools, data loss prevention (DLP), audit trails, penetration 

testing, training, defined retention periods, data classification, backups, business continuity plans and building security (fire control, secure door locks 

with a badge system, CCTV, alarm systems). In addition, any use of personal information by the overseas recipient is subject to the obligations in the 

standard contract, the Intra-Group Data Transfer Agreement (IGDTA), the ACME group's Data Protection Policy and Information Security Policy. The 

provider used by the overseas recipient (Microsoft) has implemented and is contractually required to maintain also a broad set of TOMS, which are 

regularly audited (see https://servicetrust.microsoft.com/ViewPage/HomePageVNext for details).

Mature and systematic laws and regulations related to personal information protection: Yes. The overseas recipient is subject to the Swiss Data 

Protection Act (DPA), which follows the Council of Europe Convention 108 and is comparable to the EU General Data Protection Regulation (GDPR), 

which will apply to the data center used by the overseas recipient

National standards / industry standards used in addition to laws and regulations: Yes. The overseas recipient follows the concept of ISO 27001 for 

its Information Security Management System (ISMS), and so Microsoft, who operates the data center. Microsoft also follows the SOC1 and SOC2 

reporting standard (Type II).

Country a member of a regional or global organization for the protection of personal information:  Yes. Switzerland, where the overseas recipient 

is located, and Ireland, where the data center is located, are  both members of the Council of Europe, and they have both adopted the Convention 

108 on the protection of personal information as well as the Cybercrime Convention, requiring criminal sanctions (and prosecution of) offences 

against the confidentiality, integrity and availability of computer data and systems. Further they have adopted the European Convention for the 

Protection of Human Rights and Fundamental Freedoms (ECHR), providing fundamental guarantees concerning the protection of privacy, including 

against inappropriate government access. 

Mechanism to implement the protection of personal infromation: Yes, both the Swiss DPA and the GDPR provide the data subject (i) the right to 

complain with a supervisory authority (who may investigate any violation and issue remedial orders), and (ii) with the right to raise civil claims before 

a court agains any party processing its personal information in violation of the Swiss DPA or the GDPR. 

Laws, regulations or policies comprehensively stipulate the rights of personal information subjects:  Yes, both the Swiss DPA and the GDPR provide 

an extensive list of such rights, including the right to require that the processing of their personal information is lawful and otherwise in line with the 

basic processing principles, and that they have a right to access, correct, delete or otherwise object against the processing of their personal 

information.

Comprehensive personal information protection relief channels for individuals: Yes, both the Swiss DPA and the GDPR provide for such channels, 

includingt procedures before the supervisory authority and civil courts.

Relevant laws laws, regulations and guidelines for cross-border data transfers: Yes, both the Swiss DPA and the GDPR provide for comprehensive 

rules on the export of personal information, essentially permitting such export only if the recipient provides for an adequate level of protection or if 

there are other sufficient justifications. The regime is rather strict.

Limitations on the government's access to private data: Yes, governmental access to private data is in principle not permitted, save for exceptional 

cases, in which strict procedures have to be followed (including approval by an independent and impartial court) and the principle of minimization 

applies. 

The group as well as the company has implemented a range of policies for ensuring the protection of the personal information at issue (both 

Scenario A & B):

- Group Data Protection Policy: It provides that personal information may only be processed if there are the required legal grounds (e.g., consent), 

and that it shall be treated in line with the principle of proportionality/minimization, purpose of use limitation and transparency. It also provides that 

it must be correct. The policy further provides that individuals have a right of access, correction, deletion and objection, allowing them to enforce 

their interests. The policy provides that all processing of personal information must be subject to a compliance check and an data protection impact 

analysis, where required. International transfers are permitted only subject to strict conditions, so is the use of third party service providers. The 

group data protection policy provides that local management is responsible for compliance with the policy including the foregoing requirements, and 

that it is supported by both local data protection coordinators and a Group Data Protection Officer (who will reach to local Chinese counsel where 

necessary):

- Information Security Policy: It provides for the principles to maintain the confidentiality, integrity and availability of personal information, 

specifying in detail the requirements that need to be met by the use of the technical and organizational measures of security. It also provides for a 

Chief Information Security Officer (CISO) regularly reviewing such security measures, and the local IT department implementing it with regard to the 

IT systems used. The CISO, on the other hand, will have regularly reviewed the security measures of the service providers used, which are 

documented by SOC2 Type II reports. The Information Security Policy also provides for an extensive concept on cyber incident response and 

emergency procedures.

- IT Usage Policy: It defines how employees are to use IT equipment and online services (including the Internet and email) in a secure manner, and 

how group is engaged in monitoring its systems for abuse.

- Records Retention Policy: It defines the duration for which various categories of information and documents (including personal information) is to 

be retained and requires archival of information no long needed in daily business automated deletion once information or documents that has 

passed the retention period, save for legal holds. This, together with the group data protection policy, ensures that the entire lifecycle of personal 

information is controlled. 

- Privacy Notice: Several privacy notices provide all individuals about whom personal information is processed the necessary information concerning 

such processing and how they may enforce their individual rights of protection, including by giving them specific contact details and the possibility to 

talk to a data protection officer (instead of the business).

Scenario A: The overseas recipient acts as a service provider operating (with a third party commercial service provider, Microsoft) the CRM system 

and uses the personal information for marketing, sales and distribution activities both in support of the company as well as for its own purposes. This 

is necessary because the group can only market, sell and distribute its products and services to customers (including in China) if it contacts and 

interacts with the representatives of these customers. It also makes the personal information available to other group members who need the 

information for their own interactions with the customers at issue. This is done by granting access to the CRM system operated by the overseas 

recipient.

The personal information will be stored and processed in a data center of Microsoft used by the group that is located in Ireland at an address not 

disclosed to the group (for security reasons). Equally, Microsoft does not provide specific IP addresses of its servers (for security reasons). 

Additionally, the group operates, at its headquarters in Zug, Switzerland, an ancillary system for managing and storing the main user directory (i.e. the 

Active Directory). Once stored in the data center system, the personal information will remain therein, until it is deleted manually or pursuant to the 

retention settings.

Users at the oversears recipient can establish a connection with the data center application using an VPN and Internet connection to the data center 

and a webbrowser. Once a secure connection is established, the actual communication is handled using the a HTTPS protocol or using Microsoft's API 

protocols. The server operated by Microsoft will respond to such requests from users and permit them to enter personal information or retrieve it.

ACME Holding AG in Zug, Switzerland, has been established in 1975 as a limited liability company. It is the global headquarter of the ACME group. The 

overseas recipient has some 3100 employees.

Its address is at Schönwaldstrasse 32, 6300 Zug, Switzerland, its corporate registration number is CHE-221.261.455. It has a registered capital of CHF 

200'000, and its CEO is Mr. Martin Knecht.

For both Scenarios A & B:

The company has reviewed its personal information practices in connection with the transfer and believes that they are in line with applicable PRC 

laws. In order to ensure such compliance, the company has issued, inter alia, a Data Protection Policy that includes specific requirements under the 

PIPL, it provides its employees data protection training and carries out data protection audits from time to time.

The company confirms that it has not been subject to any administrative punishment in business activities or any investigation and rectification by 

the relevant competent regulatory authoritiy (including re online information, industrial information and public security departments) with emphasis 

on personal information protection. 

For both Scenarios A & B:

The group (including the company) has no formal certification with regard to its information security efforts, but is itself conducting regular 

evaluations on a roling basis with every group affiliate, including the company. It also engages in regular penetration testing and outside security 

evaluation at a group level. 

Microsoft, the provider running the data center system provides various audit report, including SOC2 Type II reports (see 

https://servicetrust.microsoft.com/ViewPage/HomePageVNext for details).

For both Scenarios A & B:

- The group (including the company) has implemented a information security management system (ISMS) based on the structure as set forth by ISO 

27001, which ensures a regular re-evaluation and improvement of its technical and organisation measures of security (TOMS). The ISMS covers both 

the company in China as well as all other group entities that have access to the personal information. It is overseen by the CISO and reviewed on a 

yearly basis.

- The TOMS are set forth by the group's Information Security Policy, and include measures for access control, entrance control, usage control, data 

carrier control, storage control, transport control, recovery/backups, data integrity, system/software security/patches, input control, disclosure 

control, detection and elimination of cyber threats. The specific measures include: Network access control, MFA, role based access, an IAM concept, 

password rules, encryption at-rest and in-transit, PAM, network segmentation, firewalls, EDR, anti-malware-software, audit logs and review of such 

audit logs, backups (including offsite), emergency plans, IT usage policies, training, regular reviews and improvements, penetration testing, building 

security (fire control, secure door locks with a badge system, CCTV, alarm systems). 

The provider of the data center provides state-of-the-art security. The measures include asset inventory, asset handling procedures, security training, 

physical access controls, protections against disruptions, secure component disposal, operational policies, data recovery procedures, tools against 

malicious softwae, event logging, access policies, access authorization, implementation of the "least privilege" principle, authentication, secure 

network design, an incident response process, service monitoring, business continuity management (see 

https://servicetrust.microsoft.com/ViewPage/HomePageVNext for certifications and audit reports confirming the measures).

The group as well as the company has implemented a range of policies for ensuring the protection of the personal information at issue (both 

Scenario A & B); for the company, there is a PRC addendum discussing the specific requirements pursuant to the PIPL:

- Group Data Protection Policy: It provides that personal information may only be processed if there are the required legal grounds (e.g., consent), 

and that it shall be treated in line with the principle of proportionality/minimization, purpose of use limitation and transparency. It also provides that 

it must be correct. The policy further provides that individuals have a right of access, correction, deletion and objection, allowing them to enforce 

their interests. The policy provides that all processing of personal information must be subject to a compliance check and an data protection impact 

analysis, where required. International transfers are permitted only subject to strict conditions, so is the use of third party service providers. The 

group data protection policy provides that local management is responsible for compliance with the policy including the foregoing requirements, and 

that it is supported by both local data protection coordinators and a Group Data Protection Officer (who will reach to local Chinese counsel where 

necessary):

- Information Security Policy: It provides for the principles to maintain the confidentiality, integrity and availability of personal information, 

specifying in detail the requirements that need to be met by the use of the technical and organizational measures of security. It also provides for a 

Chief Information Security Officer (CISO) regularly reviewing such security measures, and the local IT department implementing it with regard to the 

IT systems used. The CISO, on the other hand, will have regularly reviewed the security measures of the service providers used, which are 

documented by SOC2 Type II reports. The Information Security Policy also provides for an extensive concept on cyber incident response and 

emergency procedures.

- IT Usage Policy: It defines how employees are to use IT equipment and online services (including the Internet and email) in a secure manner, and 

how group is engaged in monitoring its systems for abuse.

- Records Retention Policy: It defines the duration for which various categories of information and documents (including personal information) is to 

be retained and requires archival of information no long needed in daily business automated deletion once information or documents that has 

passed the retention period, save for legal holds. This, together with the group data protection policy, ensures that the entire lifecycle of personal 

information is controlled. 

- Privacy Notice: Several privacy notices provide all individuals about whom personal information is processed the necessary information concerning 

such processing and how they may enforce their individual rights of protection, including by giving them specific contact details and the possibility to 

talk to a data protection officer (instead of the business).

Scenario A: Other group entities (see https://acme.com/companies for a list of all companies) may access the personal information in the CRM 

system insofar they are dealing with the same customer as is the company in China.

Scenario B: Other group entities (see https://acme.com/companies for a list of all companies) may access the personal information in M365 insofar 

they have dealings or other business needs in connection with the employees of the company in China.

Describe the conduct of the assessment, including the start and end time, the organization of the assessment, the process and method of its implementation, etc. If a third-party organization 

participated in the assessment, provide the basic information of this third-party organization as well as a description of its involvement in the assessment, with the pertinent content pages stamped 

with the official seal of the third-party organization.

For both Scenarios A & B:

The company uses local personal computer equipment and servers to manage the personal information, but is also connected to the computer 

network of the group, and where it has access to the global CRM system (Customer Relationship Management) and "M365" for data storage, 

collaboration and communications (e.g., e-mail, calendar, videoconferencing) operated by the group in the Microsoft cloud.

The local computer systems are physically at the address of the company in Shanghai. The IP address of the network of the company is 142.23.12.44. 

The data center used by the group is located in Ireland at an address not disclosed to the group (for security reasons). Equally, Microsoft does not 

provide specific IP addresses of its servers (for security reasons).

Additionally, the group operates, at its headquarters in Zug, Switzerland, an ancillary system for managing and storing the main user directory (i.e. the 

Active Directory). 

The company has a VPN (Virtual Private Network) connection to the parent company in Switzerland using public Internet connectivity (which in China 

is operated by China Telecom), with a capacity of 1 Mbps. From there, an encrypted network link is operated to the cloud data center in Ireland. 

When mobile, employees may via the Internet also directly access the cloud applications operated for them.

Users in China can establish a connection with the data center applications using these network routes and a webbrowser. Once a VPN connection is 

established, the actual communication is handled using the a HTTPS protocol or using Microsoft's API protocols. The server operated by Microsoft 

will respond to such requests from users and permit them to enter personal information or retrieve it.

Once stored in the data center system, the personal information will remain therein, until it is deleted manually or pursuant to the retention settings.

Scenario A: The personal information processed includes name, contact and function details, communications, interaction details, meeting and call 

minutes, marketing activities, interests and affiliations, background information. This relates to employees of actual and potential customers of both 

the company and or other entities of the group. The personal information transferred relates to about 500 individuals of about 300 companies, and 

amounts to about 10 GB. No sensitive personal information is expected. However, the company may rely on automated decision-making for 

determining relevant targets and most effective communication channels when dealing with customer representatives. The amounts may increase 

with the company gaining new customers. The source of the personal information are the customers and their contacts, and company employees 

dealing with them.

Scenario B: The personal information processed includes computer account details, e-mails, calendar entries and files stored for business use and 

usage logs. For each existing employee there is a mailbox, and for the former employees there are archived e-mails. The personal information 

transferred relates to some 40 employees and about 15 former employees and amounts to about 500 GB (the most of which are the mailboxes). No 

sensitive personal information is expected. The amounts may increase with the employment of additional employees. The source of the personal 

information are the employees and their counterparts in communications (e.g., e-mail senders).

For both Scenarios A & B:

We believe that the transfer will not increase the inherent risks of the processing of personal information at issue. To the contrary, the use of cloud 

services will allow the group - including the personal information processor - to have better security measures applied than if it had to run the 

systems itself. Moreover, the risks indicated above exist irrespective of the transfer, and should they materialize, the individuals affected will not be 

in a worse situation due to the transfer given the data protection laws at the location of the oversears recipient. Furthermore, personal information 

such as the one at issue has been processed by the overseas recipient for many years and there are no relevant reports of such information being 

subject to particular risks to the rights and interests of the individuals at issue, which is partly also due to the fact that the overseas recipient is 

subject to strict data protection laws and internal policies. 

The assessment for the purpose of the transfer and this PIPIA was conducted by outside counsel (VISCHER, Zurich/Basel, Switzerland, Europe), an 

organization specialized in data protection law, by reviewing documents concerning the transfer and personell involved in it. Further, counsel 

consulted with Chinese local counsel (Han Kun Law Offices), a local PRC law firm specialized among other things in PRC data law, for understanding 

the requirements of PRC laws and reviewed local laws (in particular of Switzerland and the EEA) to determine the level of protection afforded to the 

personal information following its transfer to overseas recipient. The assessment started on June 15, 2023 and was completed on June 25, 2023. The 

process followed an analysis of the compliance with the relevant articles of the PIPL, the provisions of the CAC SCC to be complied with and 

requirements as per the PIPIA template made available by the CAC, together with a general risk assessment of the transfer. This included interviewing 

the staff coordinating the outbound transfer at the personal information processor (Mrs. Sunyi Li, Office Manager) and at the overseas recipient (the 

Data Protection Counsel and the Head of the IT department). The PIPIA was drafted by outside counsel and then provided to the representatives of 

both the personal information processor and the overseas recipient for review. They made corrections and finally approved the PIPIA. As part of the 

process, both the policies and IT documentation of the personal information processor and the overseas recipient were reviewed. 

Provide detailed statements of the basic information of the personal information processor, the business and information system(s) involved in the outbound cross-border transfer of personal 

information, the information of the personal information to be transferred overseas, the personal information protection capabilities of the personal information processor, information of the 

overseas recipient, whether the personal information will  be provided to any third party, and how to ensure compliance with the terms and conditions of the standard contract, etc. 

For both Scenario A & B: 

The company uses local personal computer equipment and servers to manage the personal information, but is also connected to the computer 

network of the group, and where it has access to the global CRM system (Customer Relationship Management) and "M365" for data storage, 

collaboration and communications (e.g., e-mail, calendar, videoconferencing) operated by the group in the Microsoft cloud.

The local computer systems are physically at the address of the company in Shanghai. The IP address of the network of the company is 142.23.12.44. 

The data center used by the group is located in Ireland at an address not disclosed to the group (for security reasons). Equally, Microsoft does not 

provide specific IP addresses of its servers (for security reasons).

Additionally, the group operates, at its headquarters in Zug, Switzerland, an ancillary system for managing and storing the main user directory (i.e. the 

Active Directory). 

Scenario A: The personal information is collected from the PRC companies with which the company deals as existing or potential customers and 

relates mainly to the contact persons and representatives of these customers. The personal information transferred relates to about 500 individuals 

of about 300 companies, and for each individual, there are name, contact and function details, communications, interaction details, meeting and call 

minutes, marketing activities (e.g., invitations), interests and affiliations, background information (e.g., education, memberships). The personal 

information amounts to about 10 GB.

Scenario B: The personal information is collected from the employees, as necessary for managing the IT systems and running the business. The 

personal information transferred relates to some 40 employees and about 15 former employees. For each individual, this involves computer account 

details, e-mails, calendar entries and files stored for business use and usage logs. For each existing employee there is a mailbox, and for the former 

employees there are archived e-mails. The personal information amounts to about 500 GB (the most of which are the mailboxes). 

There are two scenarios involved in the transfer:

A. The personal information at issue relates to the company's activities in marketing, selling and distributing its products and services to its customers 

in China. These activities are to be coordinated with the parent company, in particular where products and services involve PRC subsidiaries of global 

customers of the ACME group.

B. The personal information at issue relates to the company's staff used for its operation. The processing of their personal information is relying also 

upon IT systems operated by the group.

The company is a wholy owned foreign enterprise. It has itself no investments in China or overseas.

The company is in the business of selling widgets and providing related services to the Chinese market, mainly in a business-to-business context. The 

widgets are manufactured outside China and imported throughout the year, for being resold to the company's Chinese customers. Widgets are high 

precision electronic components used in the construction of buildings and machinery. The services including maintenance, support and consulting 

services. 

For this purpose, it is processing personal information with contact information of employees at actual and potential customers. This personal 

information is obtained from the customers and managed in the group's CRM system. The personal information is used to contact and communicate 

with customers, to keep track of the company's marketing and sales activities, and to perform the contract. The personal information relates to 

about 500 individuals of about 300 companies, and for each individual, there are name, contact and function details, communications, activity 

details, interests and affiliations.  The personal information amounts to about 10 GB.

The company is further processing personal information on its employees. The personal information is used for HR administration, salary payments, 

mandatory government filings and internal communications as well as internal communications and collaboration. The company has personal 

information of its current some 40 employees, and personal information of about 15 former employees. For each individual, there is information on 

the name, contact details, salary information, bank account details, photograph, ID information, permits, CV and background details, education, 

absence and work time records, information on disciplinary activities, information on training, career development and roles/jobs within the 

company, as well as computer account details, e-mails, calendar entries and files stored for business use and usage logs. For each existing employee 

there is a mailbox, and for the former employees there are archived e-mails. The personal information amounts to about 500 GB (the most of which 

are the mailboxes).

100 percent subsidiary of ACME Holding AG in Zug, Switzerland. It has a registered capital of CNY 3.5 million. The individual having the ultimate 

control of the transfer at issue within the company is Mr. Zhang Wei, the general manager.

ACME (Shanghai) Co. Ltd. has been established as a limited liability company in 2014 and is located at No. 233 Dongfang Road, Pudong New Area, 

Shanghai. It has about 40 employees and is in the business of selling widgets to the Chinese market, mainly in a business-to-business context (i.e. not 

to consumers). The company's legal representative is Mr. Zhang Wei. The company has no branches in China. The company has consistently 

maintained a strong financial position, and has a solid track record of meeting our financial obligations with a good credit standing with its lenders 

and suppliers. It is committed to maintaining its strong financial position and continuing to grow our business in a responsible and sustainable 

manner. 

Personal information protection is managed by a local data protection coordinator (Mrs. Sunyi Li, Office Manager), who aligns with the Group Data 

Protection Officer in Switzerland on a regular basis (via e-mail, video conferences). Responsibility for compliance with PIPL is with local management 

(Mr. Zhang Wei, General Manager). The company has two people devoted to ensuring the protection of personal information at the company (which 

is Mrs. Sunyi Li, Office Manager, and Mrs. Jing Ming, IT manager, for data security at the local company). For local law advice on the PIPL, the 

company consults Han Kun Law Offices.

The company operates with a decentralized structure, i.e. it has ist own management team and is responsible for its own operations while still 

accountable to the parent company. The parent company provies support and guidance as needed. 

The local PRC management is headed by the General Manager, Mr. Zhang Wei. His subordinates are Mr. Chen Jun (Head Sales & Marketing), Mr. Zhao 

Peng (Head Logistics) and Mr. Zhou Bo (Chief Operating Officer, responsible for Operations, Legal, IT, Finance). An organizational chart is attached.

Scenario A: The processing involves storing and using personal information in the ACME group’s global CRM application, operated by Microsoft 

Ireland in a data center in Ireland. The company complies with PRC laws and regulations, and the transfer of personal information has been obtained 

in a legal and legitimate form. The transfer is as well, fully in line with the PRC laws and regulations, including in particular with Article 39 of the PIPL. 

The overseas recipient needs the information for marketing, sales, and distribution activities. They are necessary to increase the company’s business 

in China. It is important for security, efficiency and operational reasons that the company can use the same applications as the rest of the group. The 

purpose, scope and method of processing is, therefore, necessary, legal and legitimate.

Scenario B: The processing involves storing and using personal information in the ACME group’s M365 application, operated by Microsoft Ireland in a 

data center in Ireland, and the "Active Directory" operated by the group in Switzerland. The company complies with PRC laws and regulations, and 

the transfer of personal information has been obtained in a legal and legitimate form. The transfer is as well, fully in line with the PRC laws and 

regulations, including in particular with Article 39 of the PIPL. The overseas recipient uses the information for internal communications and 

collaboration activities, which helps increase the company’s business in China. It is important for security, efficiency and operational reasons that the 

company can use the same applications as the rest of the group. The purpose, scope and method of processing is, therefore, necessary, legal and 

legitimate.

For both Scenario A & B: 

The company has a VPN (Virtual Private Network) connection to the parent company in Switzerland using public Internet connectivity (which in China 

is operated by China Telecom), with a capacity of 1 Mbps. From there, an encrypted network link is operated to the cloud data center in Ireland. 

When mobile, employees may via the Internet also directly access the cloud applications operated for them.

Users in China can establish a connection with the data center applications using these network routes and a webbrowser. Once a VPN connection is 

established, the actual communication is handled using the a HTTPS protocol or using Microsoft's API protocols. The server operated by Microsoft 

will respond to such requests from users and permit them to enter personal information or retrieve it.

For both Scenario A & B: 

In China, no data centers are used, only local server storage. At group level, the CRM system and M365 service is operated in a cloud data center 

operated by a Microsoft Ireland Operations Ltd. in Ireland, Europe.

The local computer systems are physically at the address of the company in Shanghai. The IP address of the network of the company is 142.23.12.44. 

The data center used by the group is located in Ireland at an address not disclosed to the group (for security reasons). Equally, Microsoft does not 

provide specific IP addresses of its servers (for security reasons). 

Additionally, the group operates, at its headquarters in Zug, Switzerland, an ancillary system for managing and storing the main user directory (i.e. the 

Active Directory). 

For both Scenarios A & B:

Based on our analysis, the standard contract is fully enforceable against the overseas recipient. In addition to that, the local data protection law, the 

Swiss Data Protection Act (Swiss DPA), which is comparable to the EU General Data Protection Regulation, imposes similar obligations upon the 

overseas recipient. While the personal information processed by the overseas recipient (and its service provider Microsoft Ireland) can be subject to 

government access ("lawful access"), such lawful access (i) may only occur pursuant to strict requirements and procedures set forth in written law, 

only for limited purposes (such as criminal prosecution, regulatory investigations and national security), (ii) is subject to the principle of 

proportionality, (iii) can be challenged before an independent and impartial court, and (iv) local law provides for remedies to those who's rights have 

been violated by the government in an illegal manner. Further, we have no reason to believe that the personal information at issue is targeted by the 

local authorities. The personal information processor and the overseas recipient, therefore, have no reason to believe that the overseas recipient 

(and its provider) will not be able or will not comply with the standard contract.

Draw objective impact assessment conclusions on the outbound cross-border personal information transfer activity based on the above-mentioned impact assessments and corresponding 

corrections, along with the reasons and basis for the conclusions fully stated.

Scenario A: The processing is about storing, maintaining and using personal information (including name, contact and function details, 

communications, interaction details, meeting and call minutes, marketing activities, interests and affiliations, background information) in the global 

CRM application of the ACME group. The CRM system is technically operated by a provider (Microsoft Ireland) in a data center in Ireland (at an 

undisclosed address). It is accessed via an encrypted corporate network and Internet connection, and users access the CRM application via their 

browser using a HTTPS connection. Each user has to authenticate itself before being given access to personal information. Additionally, the group 

operates, at its headquarters in Zug, Switzerland, an ancillary system for managing and storing the main user directory (i.e. the Active Directory). 

The business to which the personal information relates is in compliance with PRC laws and regulations. The company has been established and is 

operated in line with corporate law, there are no consumers involved and any industry specific regulations are complied with by the personal 

information processor. There are no laws that prohibit the transfer of the personal information at issue. The personal information transferred is 

directly related and necessary for the business of the personal information processor (i.e. the marketing and sales of widgets) and such business has 

been constantly increasing over the last years due to the processing of such personal information. 

According to Article 39 of the PIPL, when transferring personal information of a Chinese indvidual to overseas parties, the personal infromation 

processor must seek separate consent from the individual and inform them of the name and contact information of the overseas recipient, the 

purpose and method of processing, the type of personal information being transferred, and the procedures for the individual to exercise their rights 

under PIPL against the overseas recipient. In the present case, the personal information processer has obtained such consent and has provided the 

relevant individuals with the said information. Accordingly, the transfer is legal and legitimate. Attached is a proof of the information provided the 

individual.

The overseas recipient acts as a service provider for operating and maintaining the CRM system, but also uses the information for marketing, sales 

and distribution activities both in support of the company as well as for its own purposes. This is necessary because the group can only market, sell 

and distribute its products and services to customers (including in China) if it contacts and interacts with the representatives of these customers. This 

ultimately helps to further increase the business of the company in China. It is also important for security, efficiency and operational reasons that the 

company can use the same applications as the rest of the group. This is another reason why the transfer is necessary. Hence, the transfer is 

legitimate for all these reasons. 

Scenario B: In the risk assessment concerning the quantity, scope, category and sensitivity of the personal information to be transferred, all risks 

turned out to have only a remote probability. This is detailed as follows:

The CAC SCC are implemented by way of the Group Data Protection Policy, the Information Security Policy and any necessary additional instructions 

given to the relevant employees at the company and overseas recipient. 

Article 6(1) of the SCC is implemented by the overseas recipient by including the required contact infromation for personal information subjects in its 

privacy notice available on the Internet and to its employees. 

Article 2(4) of the SCC is implemented by the personal information processor informing its own employees and third parties via its privacy notice that 

its international transfers of personal information is safeguarded by the CAC SCC and that they provide for third party beneficiary rights.

Scenario A: The overseas recipient will receive the personal information via the corporate network from the company and have it stored in the CRM 

application in the data center (operated by Microsoft), where it will securely reside for further use. It will make it available to both the company and 

other group entities as well as its own staff for use, subject to their business need to access the information in order to contact the customers at 

issue or otherwise deal with the customers, for example for undertaking mnarketing, sales and distribution activities concerning potential and actual 

customers of the company. They may export relevant information where necessary to further use it, for example for sending invitations or creating 

lists. Once the personal information is no longer needed and the retention period has ended (or if a personal information subject requests for valid 

reasons) the personal information will be deleted. 

Scenario B: The overseas recipient will receive the personal information via the corporate network from the company and have it stored in the M365 

application in the data center (operated by Microsoft), where it will reside for further use. In parallel, it will receive via e-mail or a HR or service 

application information on employees that need to be added to or removed from the user directory operated on servers run by the overseas 

recipient, which requests the overseas recipient will implement. The overseas recipient as well as all other group entities will use the same M365 

applications to communicate and collaborate with the employees of the company, and use them to exchange files that may also contain personal 

information of the employees of the company. Once the personal information is no longer needed and the retention period has ended (or if a 

personal information subject requests for valid reasons) the personal information will be deleted. With regard to the mailboxes maintained within 

M365 by the group, special retention schedules and rules for access to such mailboxes apply (e.g., for internal investigations or in case of legal 

requirements).

Assess the impact against the following criteria on an item-by-item basis, highlighting the problems and risks found, as well as the corresponding corrective measures employed and their effects.

Scenario B:  The processing is about storing, maintaining and using personal information (including account details, e-mails, calendar entries and files 

stored for business use and usage logs of employees) in the M365 applications of the ACME group. The M365 applications are technically operated 

by a provider (Microsoft Ireland) in a data center in Ireland (at an undisclosed address). It is accessed via an encrypted corporate network and 

Internet connection, and users access the M365 application via their browser using a HTTPS connection or through local applications using 

Microsoft's API protocols. Each user has to authenticate itself before being given access to personal information. Additionally, the group operates, at 

its headquarters in Zug, Switzerland, an ancillary system for managing and storing the main user directory (i.e. the Active Directory). 

The business to which the personal information relates is in compliance with PRC laws and regulations. The company has been established and is 

operated in line with corporate law, there are no consumers involved and any industry specific regulations are complied with by the personal 

information processor. There are no laws that prohibit the transfer of the personal information at issue. The personal information transferred is 

directly related and necessary for the business operations of the personal information processor (allowing employees to communicate and 

collaborate), helping its business to constantly increase over the last years. 

According to Article 39 of the PIPL, when transferring personal information of a Chinese indvidual to overseas parties, the personal infromation 

processor must seek separate consent from the individual and inform them of the name and contact information of the overseas recipient, the 

purpose and method of processing, the type of personal information being transferred, and the procedures for the individual to exercise their rights 

under PIPL against the overseas recipient. In the present case, the personal information processer has obtained such consent and has provided the 

relevant individuals with the said information. Accordingly, the transfer is legal and legitimate. Attached is a proof of the information provided the 

individual.

The overseas recipient acts as a service provider for operating and maintaining the M365 and user directory system, but also uses the information for 

internal communications and collaboration activities both in support of the company as well as for its own purposes. This is necessary for enabling 

the communications and collaboration between the employees of the company and the rest of the group (e.g., if employees of the group outside of 

China want to communicate with employees in China, they need to process their e-mail address, have access to their calendar or set up a video 

conference with them). This ultimately helps to further increase the business of the company in China. It is also important for security, efficiency and 

operational reasons that the company can use the same applications as the rest of the group. This is another reason why the transfer is necessary. 

Hence, the transfer is legitimate also from that point of view.  

Scenario B: The overseas recipient acts as a service provider operating (with a third party commercial service provider, Microsoft) the M365 system 

and user directory system, and uses the information for internal communications and collaboration activities both in support of the company as well 

as for its own purposes. This is necessary for enabling the communications and collaboration between the employees of the company and the rest of 

the group (e.g., if employees of the group outside of China want to communicate with employees in China, they need to process their e-mail address, 

have access to their calendar or set up a video conference with them).

The personal information will be stored and processed in a data center of Microsoft used by the group that is located in Ireland at an address not 

disclosed to the group (for security reasons). Equally, Microsoft does not provide specific IP addresses of its servers (for security reasons). 

Additionally, the group operates, at its headquarters in Zug, Switzerland, an ancillary system for managing and storing the main user directory (i.e. the 

Active Directory). Once stored in the data center system, the personal information will remain therein, until it is deleted manually or pursuant to the 

retention settings.

Users at the oversears recipient can establish a connection with the data center application using an VPN and Internet connection to the data center 

and a webbrowser. Once a secure connection is established, the actual communication is handled using the a HTTPS protocol or using Microsoft's API 

protocols. The server operated by Microsoft will respond to such requests from users and permit them to enter personal information or retrieve it.

For both Scenarios A & B:

- The group (including the company) has implemented a information security management system (ISMS) based on the structure as set forth by ISO 

27001, which ensures a regular re-evaluation and improvement of its technical and organisation measures of security (TOMS). The ISMS covers both 

the company in China as well as all other group entities that have access to the personal information. It is overseen by the CISO and reviewed on a 

yearly basis.

- The TOMS are set forth by the group's Information Security Policy, and include measures for access control, entrance control, usage control, data 

carrier control, storage control, transport control, recovery/backups, data integrity, system/software security/patches, input control, disclosure 

control, detection and elimination of cyber threats. The specific measures include: An identity and access management (IAM) based on the "need-to-

know" and "zero trust" principles, firewalls, encryption of data at-rest and in-transit, multi-factor authentication (MFA), personal access credentials, 

role based privileges, privileged access management for administrators, patch management, solutions detecting and responding to anomalies (EDR), 

anti-malware tools, data loss prevention (DLP), audit trails, penetration testing, training, defined retention periods, data classification, backups, 

business continuity plans E56 

The provider of the data center provides state-of-the-art security. The measures include asset inventory, asset handling procedures, security training, 

physical access controls, protections against disruptions, secure component disposal, operational policies, data recovery procedures, tools against 

malicious softwae, event logging, access policies, access authorization, implementation of the "least privilege" principle, authentication, secure 

network design, an incident response process, service monitoring, business continuity management (see 

https://servicetrust.microsoft.com/ViewPage/HomePageVNext for certifications and audit reports confirming the measures).

At the overseas recipient, there are: 

- Chief Information Security Officer (CISO): Managing information security, defining the standards and verifying compliance

- Group Data Protection Officer (DPO): Managing data protection, defining the standards and verifying compliance

- Chief Executive Officer (CEO): Overall operational responsibility for compliance with data protection law

Remote

Remote

Remote

Remote

The VISCHER sample PIPIA for a 
group-wide use of M365 and CRM 

covering also a China entity



• On September 28, 2023, the CAC released draft "Provisions on 
Regulating and Promoting Cross-Border Data Flows"

• Exemptions to use PIPL transfer mechanisms (e.g., SCC)

• Under 10k: No need to use transfer mechanism if company 
expects to export PI of less than 10'000 individuals/year

• Contractual need: Export required for conclusion/performance 
of contract with the data subject (≈ PIPL consent exemption)

• HR management need: Employee data transfers required for 
legal HR management (≈ PIPL consent exemption) – but to which 
extent may such HR management be outsourced to abroad? 

• Some more exemptions (incl. non-important & foreign data)

• No exemptions for obligations to inform and get consent
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Better wait and see?

David Rosenthal 
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Thank you for your attention!

Questions: drosenthal@vischer.com
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