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GDPR compliance made easy.

« An instruction manual for those without
in-depth data protection knowledge
« Over 200 pages of practical information
and instructions how to do the job o tEmm
«  Shift more DP work to local staff -y
For demonstrating your compliance S s
(principle of "accountability") v R
Customize as desired
With many ready-to-go templates
Updates offered on an ongoing basis
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In a nutshell

Why the topic is important

Practical tools

Most common use cases

Step-by-step instructions

150 27001

but IGDTAs are more popular becauss they are easier to

implement.

The most widely established intemational standard for
data security. 1t describes an information security man-
agement system (1SMS), i.e. a cancept ta make sure
that an organization has the necessary data security in
place. It does not say which specific data security
measures an arganization has to Implement, but apart
from defining haw to gavern data security, It in an An-
nex lists over 110 “controls” across over a dozen areas
such a5 "Asset Management”, "Accass Control”, *Cryp-
tography”, "Oparational Sacurity” or "Suppller Relations®
that define which practices or safeguards should be per-
formed to ensure data security, They are implemented
In the Form of technical and organizational measures of
data security (TOMS), e.g., backups, antivirus software,
policies, NDAS, SLAs, CCTV cameras, locks, awareness
trainings. A company can have Its ISMS audited (includ-
ing for effectiveness) and cartified. When relying on IS0
27001 certifications, it is important to understand the
scops (i.e, which processing activities are covered) and
that the 1SMS has also been verifisd for effectivenass.

Joint Controller

Two o more entities jointly determining the purposes

and means of 2 data processing activity (instead of each
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All key topics covered.

+ Covers day-to-day

GDPR obligations of your

entity, including governance
+  With many templates and checklists and

other tools for you

to make your life easier

* You can remove and rearrange all topics as
per your own needs

7. Compliance with Processing 00

&

Principles

Inanuzshell

— Data protection law requires that each activity involving personal data has a
legal basis and complies with certain principles.

— Together with the business, you need to check and document compliance with
these prerequisites.

— Since you cannet do all at once, you should follow a risk-based approach.

Why ahis is important

Data protection is about respecting the privacy, personality and the right to
informational self-determination of the individuals about whom we process data (i.e.
data subjects). To make this happen in practice, data protection law defines a small
number of "principles” that make it easier to achieve this goal: If you comply with
them, the processing of personal data is in principle ok. One of these principles is
that each processing requires a "legal ground”, i.e. a sort of justification why you
should be allowed to proceed with the processing. This justification needs to be
documented. If the data protection authorities receive a complaint, they will check
whether such legal grounds is given and whether the principles have been complied
with. If not, your entity can get fined and ordered to change or stop your processing
ersonal data.

_a
»

Most common use cases

@  — The business asks you whether a particular project
involving personal data is permitted under data
protection law.

X Tools foryou '

Questions to ask:
* Categories of data?
* Individuals affecteq?
* Data sources?
= What is done with iz
* Primary purposes?
= Secondary purposes?
*Who is in charge?
*Who has access?
= Which IT application?
= Who runs it?
* Who receives data?
*In which countries?
* Why is it justified to
process the data?

— You run into a processing activity at your entity that
does not comply with the principles.

— You get a complaint from a data subject about a certain
processing and are unsure whether it is compliant

— You are asked or required to perform a data protection
impact assessment (see chapter 13).

— You validate a risky processing activity proactively.

The steps you need to take
£ 1. Get a description of the data processing project to
understand what is going on or what is planned (- Box}.
2. Determine whether personal data is involved at any
stage. If not, data protection law does not apply, and you do net need to proceed
any further.

Glossary with
over 20 pages



Tons of supporting information.

« Over 120 questions and answers
across all chapters
« Do's and Don'ts in every chapter
« Many useful hints based on practica
experience
« Tells your people when to
consult your experts o
 Where the revised Swiss
DPA deviates from the GDPR

— Take a risk-based approach to set — Don't perform compliance checks
priorities on which processing activ- alone, always do it with the relevant
ities you look at and where you in- people from business, because they
sist on improvements; "risk" means have to take the responsibility and
risk to the data subject, not to the only they know the necessary an-
company. swers

— Document the compliance checks — Don't expect that each data pro-
and in particular the legitimate in- cessing is fully compliant; hardly

Questions and Answers
Q18. How do we get consent in a valid manner?

A: Under the GDPR, consent is only valid if it is "freely given, specific, informed and

Under Swiss law, the same rules
and conditions. Conseq!.lently, b

what of processing, as well.
Droce!

unambiguous" (Art. 4 (11) GDPR). This does not mean though, that you have to get

When you should ask for fegal or other advice
— The request occurs in the context of a (possible) legal dispute.

— The request is asks for a broad range of information and you do not yet know
how to handle such a situation.
e © 7 re that the request is a mere nuisance request or not justified and
rmine whether you can refuse it right away.

¢ The term "deletion™ does not necessarily require physical erasurest is about moving data to another provider or data portability.
data. Personal data is usually considered to be deleted when it is no
sible, with reasonable means, to identify the persons to whom the ¢
This can also be achieved by properly anonymizing information ot

Aala#inn™ "1 saien I Aalatinn" maane nhucicalbe #ha narcanal Aaga

19. Other Situations in Daily Business

Customer Events | When organizing a customer event, you will have to send
invitations. If you send them by e-mail, make sure you com-
ply with the restrictions on marketing e-mails (see chapter
17).

Put a reference to the data protection statement on the in-
vitation that describes the data you will be processing for
the event (such as guest lists, dietary requirements, photo-
graphs) and the purposes you wish to use it for {including
company publications, soclal media).

In the invitation reply form (or corresponding only form),
only ask for the information you absolutely need. If this in-
cludes sensitive personal data (such as certain dietary re-
quirements, Indicating religlous bellef), include the sentence
"1 consent to the processing of the above data for the pur-
pose of [describe purpose], which I can withdraw at any
time by contacting [contact details].” If consent is with-
drawn, you have to delete such data.

Use the data you received only for the purposes you have
indicated on the invitation reply form (e.g., organizing the
event). If you want to include it also in your CRM, say so.

Ready for customization.

* You get editable files you can
freely adapt to fit your needs

+ Benefit from the experience
and learnings across our client
base (both B2B and B2C)

« Group-wide usage permitted,
perpetual license available

+ 0Ongoing updates and additions

« Day-to-day advice and support
upon request

Contact:

dataprivacy@vischer.com
David Rosenthal & VISCHER DP team
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Tools ready to use in practice.

t for assesgijp
deletion réguests g

Separate section covering data protection
aspects of daily business situations
Over two dozen templates, forms, sam-
ples, checklists and other documents
Tools complement the step-by-step in-
structions in the chapters
They make it easy for you to document
your compliance with the GDPR
Continuously expanded
Data Breach Incident Form
e
g
Fommoduest Case
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1al data * Chart for-

Template "Data prot
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sample content!io
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