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Sample Clause For Swiss Professional and Official Secrecy When Using Cloud Solutions[footnoteRef:1] [1:  	This is for informational purposes only and no legal advice. Use it at your own risk, and obtain legal advice, if you are not sure. The sample clause may be amended as deemed appropriate. Questions: dataprivacy@vischer.com. The most current version is available for download at www.rosenthal.ch.] 

Users in Switzerland that are subject to Swiss professional or official secrecy (e.g., Art. 320 et seqq. Swiss Penal Code) may only make secret data available to their service provider if they can demonstrate that the provider provides an adequate level of information security and has included certain provisions in their contract with their provider. This document provides a sample clause for such purpose reflecting what is commonly used in Switzerland for cloud solutions. Public authorities and regulated companies may need to fulfill additional prerequisites.
In the sample clause, "Customer Content" refers to the information that the customer ("Customer") stores in the cloud solution (the "Services") of the provider (the "Provider") or otherwise provided to, or obtained by, Provider for processing for Customer. It does normally not include account data, names of identifiers or resources required for using the Service or usage statistics (thus, they may not contain professional or official secrecy data). Note that Swiss professional and official secrecy obligations are not limited to personal data (i.e. information of identifiable individuals), but may also include information of legal entities, government authorities and other organizations. The sample clause is to be inserted in the agreement between Provider and Customer (the "Agreement").
Sample Clause:
"Provider acknowledges that the processing of Customer Content may be subject to Swiss official, professional and other statutory secrecy obligations (e.g., Art. 320 et seqq. Swiss Penal Code) (the "Secrecy Laws").[footnoteRef:2] Provider will keep Customer Content confidential[footnoteRef:3] for as long as required by such Secrecy Laws (even after the term of the Agreement)[footnoteRef:4] and use it only as necessary to maintain or provide Services,[footnoteRef:5] and will not disclose it to any third party, except as necessary to comply with Customer instructions, the obligations of the Agreement or a valid and binding order of a competent governmental body (such as a subpoena, warrant, or court order).[footnoteRef:6] In the event that Provider is confronted with an order to grant access to, or produce, Customer Content, Provider will, in addition to its other obligations, before complying with such order, (a) if legally permitted inform Customer (and if not attempt to obtain permission to inform) and permit Customer to challenge and limit such request and obtain confidential treatment, and (b) itself use all lawful efforts to challenge and limit such request on the basis of any legal deficiencies of the law of the requesting party, other applicable law and the principles of international comity and any conflicts with Swiss law, and in any event produce only the minimum Customer Content required to satisfy the order.[footnoteRef:7] Provider will impose upon its staff and subcontractors at least materially similar obligations as in this clause to the extent they may have access to Customer Content in clear text,[footnoteRef:8] and grant staff (including of its subcontractors) access to Customer Content in clear text only on a need-to-know basis and only (i) with Customer's prior approval [or insofar mandatory for the performance of the Agreement (and only for the staff of Provider, not its subcontractors)][footnoteRef:9], (ii) as necessary to remedy a BCM emergency not permitting any delay, or (iii) as necessary to comply with a valid and binding order of a competent governmental body (such as a subpoena, warrant, or court order).[footnoteRef:10] If Provider uses third-party services, it will take reasonable measures that such providers will not have clear-text access to Customer Content.[footnoteRef:11] All provisions in the data processing agreement entered into between Customer and Provider, in particular the technical and organizational measures of Provider to protect personal data, the approval of new subprocessors and notification of breaches of information security, shall apply mutatis mutandis so to also protect Customer Content.[footnoteRef:12] Provider will evidence an adequate level of information security by providing to Customer, on an annual basis and at no extra cost, a SOC 2 Type 2 or equivalent audit report covering any processing of Customer Content. Findings are remedied without undue delay.[footnoteRef:13]" [2:  	Provider should understand that its processing may be subject to professional and other statutory secrecy obligations. We also need to define the secrecy obligations to refer to it. ]  [3:  	Many contracts only provide that Provider undertakes to implement certain security measures. This is not sufficient under Swiss law for providers (in particular non-Swiss ones). The Provider has to undertake a contractual obligation to keep or treat Customer Content confidential.]  [4:  	The contractual confidentiality obligation has to last beyond the term of the contract. Under Swiss law, many contracts provide for unlimited confidentiality, but it is sufficient to agree that confidentiality lasts as long as Swiss law requires, which is as long as those protected by the confidentiality have a reasonable interest in keeping the information secret.]  [5:  	Information that is subject to official or professional secrecy should not be used for any other purposes than those of Customer (e.g., it may not be used for purposes of Provider, such as training for AI systems, statistical analysis, etc.).]  [6:  	These exceptions are justifiable and common, as there may be services where Provider is actually expected to provide access to Customer Content to third-parties. ]  [7:  	This is a typical short "defend-your-data" clause as used by hyperscalers such as Microsoft (see, e.g., the Microsoft Data Processing Addendum, Appendix C). It is similar to the provisions in Clause 15 of the EU Standard Contractual Clauses of the European Commission. Alternatively, these clauses can be used, provided they are amended to cover Customer Content (and not only personal data) and conflicts with Swiss law. ]  [8:  	The obligations in this sample clause must also be imposed upon the employees and subcontractors of Provider. It is not sufficient that Provider is only responsible for their acts and omissions.]  [9:  	In certain cases, it may be necessary for employees of a service provider to access the data in plain text in order to fulfill the contract. However, this should be restricted and, if possible, should only affect the service provider, not the subcontractor (e.g., a hyperscaler).]  [10:  	This is only about manual operator access to Customer Content in clear-text. Providers will usually themselves have an interest in restricting such access. Cases may be service requests by Customer, cases of emergency (e.g., system failures) or special legal situations (e.g., a criminal investigation in which an authority wants to obtain evidence via a provider). ]  [11:  	If Provider uses the infrastructure of a hyperscaler, it is usually under Provider's own control to have Customer Content encrypted or otherwise protected in a manner that (normally) prevents the hyperscaler from access Customer Content in clear text. However, such access usually cannot be fully excluded, which is legally also not required, as long as there is, for instance, a "defend-your-data" clause, adequate security measures have been taken, and the residual risk of a foreign lawful access is sufficiently low.]  [12:  	Further provisions required under Swiss official and professional secrecy are included in a data processing agreement that is compliant with the GDPR. These provisions include the requirement of Customer to be notified of new subcontractors with access to Customer Content (and the possibility to object or exit), the TOMS and the requirement to be informed of any data breach concerning Customer Content. However, the scope of such a data processing agreement is usually limited to the processing of personal data; in order to protect Customer Content that is no personal data, its scope has to be slightly expanded. This is usually no issue, as providers usually do not treat Customer Content differently depending on whether it is personal data or not. Note: A subcontractor is not exactly the same as a subprocessor, but normally this makes no difference for the present purposes.]  [13:  	ISO 27001, which many providers refer to, is no sufficient proof of adequate data security. An audit report is required where an independent third party has reviewed the individual security measures taken and confirmed that they are in place and effective ("Type 2"). "SOC 2" is a standardized format for such audit reports and widely established. There are three issues in practice: First, these reports are costly for the provider (but they can be used with all clients). Second, they need to cover the entire processing of Customer Content, not only the hosting- and data center services that may have been procured from a subcontractor (the SOC 2 Type 2 report of a hyperscaler involved is therefore not sufficient, because it does not cover the entire value chain). Third, their review requires expert knowledge.] 

The above sample clause has been drafted based upon results of negotiations with hyperscalers and cloud service providers. Thus, these provisions are known to be acceptable in case of professional and official secrecy customers. If Provider itself uses infrastructure of a hyperscaler and wishes to update its own contracts with such a hyperscaler in view of the above sample clause, we are happy to help. For instance, in the case of Microsoft, Provider should ask for the service provider equivalent to their standard amendments M744 and M329 in combination with the latest DPA (currently: January 2024) in English to obtain comparable provisions. Also, Provider may have to select certain service options vis-à-vis the hyperscaler to limit the hyperscaler's access to its data (in the case of Microsoft this may include storage and processing in Switzerland, "Customer Lockbox" and additional encryption). 
Further, the Agreement should if possible be governed by Swiss law with jurisdiction in Switzerland. Liability for direct damages for breach of the above sample clause may be capped but may not be excluded entirely (even if Swiss law liability cap restrictions apply).[footnoteRef:14] [14:  	See BGE 145 II 229 (Decision of the Federal Court). It must be possible for Customer to hold Provider liable to a certain extent if Provider were to breach professional secrecy provisions. If liability is excluded except for gross negligence and willful intent then this is usually not sufficient. ] 

Contractual rules alone are not enough to safeguard professional or official secrecy obligations. Appropriate measures must also be in place to ensure information security. These must also be agreed (usually as part of the data processing agreement to which the sample clause refers). We recommend that these so-called TOMS (technical and organisational measures of security) be checked by a specialist. 
If foreign providers are used directly or indirectly (as subcontractors), there is always a residual risk of foreign authorities gaining access. The probability of such a foreign lawful access must be assessed by the holder of the official or professional secret and must be sufficiently low so that there is no reason to believe that it will occur. There is an established method for doing so.[footnoteRef:15] [15:  	The "Rosenthal method" consists of an Excel spreadsheet that can be used to determine the probability of occurrence in a systematic process for individual jurisdictions (in particular the USA). It can be obtained free of charge as open source at https://vischerlnk.com/flara (FAQ: https://vischerlnk.com/flarafaq).] 
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